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Executive Summary 
 
This report provides the first comprehensive analysis of how the EU AI Act regulates AI 
agents, increasingly autonomous AI systems that can directly impact real-world 
environments. Our three primary findings are: 
 

1. The AI Act imposes requirements on the general-purpose AI GPAI models 
underlying AI agents Ch. V and the agent systems themselves Ch. III. We 
assume most agents rely on GPAI models with systemic risk GPAISR. 
Accordingly, the applicability of various AI Act provisions depends on (a) whether 
agents proliferate systemic risks under Ch. V Art. 55, and (b) whether they can be 
classified as high-risk systems under Ch. III. We find that (a) generally holds, 
requiring providers of GPAISRs to assess and mitigate systemic risks from AI 
agents. However, it is less clear whether AI agents will in all cases qualify as (b) 
high-risk AI systems, as this depends on the agent's specific use case. When built 
on GPAI models, AI agents should be considered high-risk GPAI systems, unless 
the GPAI model provider deliberately excluded high-risk uses from the intended 
purposes for which the model may be used. 

2. Managing agent risks effectively requires governance along the entire value 
chain. The governance of AI agents illustrates the “many hands problem ,ˮ where 
accountability is obscured due to the unclear allocation of responsibility across a 
multi-stakeholder value chain. We show how requirements must be distributed 
along the value chain, accounting for the various asymmetries between actors, 
such as the superior resources and expertise of model providers and the 
context-specific information available to downstream system providers and 
deployers. In general, model providers must build the fundamental infrastructure, 
system providers must adapt these tools to their specific contexts, and deployers 
must adhere to and apply these rules during operation. 

3. The AI Act governs AI agents through four primary pillars: risk assessment, 
transparency tools, technical deployment controls, and human oversight. We 
derive these complementary pillars by conducting an integrative review of the AI 
governance literature and mapping the results onto the EU AI Act. Underlying these 
pillars, we identify 10 sub-measures for which we note specific requirements along 
the value chain, presenting an interdependent view of the obligations on GPAISR 
providers, system providers, and system deployers. 
 

The report begins by examining major trends shaping the AI agent landscape. 
Numerous stakeholders, including the executives of major technology companies, predict 
that agents will have transformative societal impact. This aligns with recent acceleration 
in AI agent releases and improvements in their capabilities. Nonetheless, current agents 
are largely constrained to virtual environments, focusing on areas like software 
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development and computer use, whereas performance in other domains remains 
unreliable and mostly below human-level proficiency. 
 
Absent a canonical definition, AI agents are best characterised through their functional 
properties and technical composition. The term “agentˮ is applied loosely within the tech 
industry, often neglecting the conceptʼs long and complicated history which dates back to 
the 1940s. With regards to current AI agents, two aspects stand out: functionally, current 
agents are defined by their capacity to autonomously pursue complex goals and take 
actions in both virtual and real-world environments; technically, they consist of a GPAI 
model integrated with auxiliary "scaffolding" such as chain-of-thought reasoning 
frameworks and tool access. 
 
We identify autonomous long-term planning and direct real- and virtual-world 
interactions as key sources of risk from AI agents. These capabilities amplify risks under 
both Ch. III (high-risk applications) and Ch. V (systemic risks from GPAISRs) of the EU AI 
Act, creating new pathways to harm within existing domains–from multi-agent collusion in 
financial systems to large-scale manipulation. 
 
Whereas it seems clear that Ch. V governs agent risks at the model-level, their 
classification as high-risk systems under Ch. III is less clear. Providers of GPAISRs must 
assess and mitigate systemic risks potentially arising from their integration in agent 
systems, whether the agent is developed by a downstream provider or by themselves. 
Under Ch. III, agents are considered high-risk if intended for use as a safety component 
(e.g., in medical devices, industrial machinery, or cars) or for a high-risk use case as 
specified in Annex III. Classification proves challenging, however, given that AI agents are 
potentially general-purpose systems, and could be arguably high-risk systems by default 
in the absence of deliberate exclusion of high-risk use by the provider. Moreover, the 
high-risk uses defined in Annex III predate current awareness of AI agent risks, raising 
questions about the adequacy of the current classification criteria. 
 
Governing AI agents requires an effective distribution of obligations along the entire 
value chain. The “many hands problem,ˮ  which characterises value chains involving 
many actors, poses distinct challenges to accountability and risk management. With 
regards to AI agents, governance requirements must be divided among model providers, 
system providers, and system deployers, addressing asymmetries in expertise, resources, 
and information access. For instance, to monitor an AI agent, the model provider must set 
up a configurable monitoring infrastructure, the system provider sets thresholds for 
monitoring alerts, accounting for the intended use, and the system deployer oversees the 
agent monitoring during actual deployment. 
 
We conduct an integrative literature review of the agent governance literature and derive 
four complementary pillars: risk assessment, transparency tools, technical 
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deployment controls, and human oversight. Mapping these pillars onto the requirements 
from the AI Act, we identify specific obligations associated with each measure for GPAISR 
providers, system providers, and system deployers. The resulting taxonomy of agent 
governance under the EU AI Act is presented in the table below. A more detailed 
discussion of these measures, along with specific references to the relevant provisions of 
the AI Act, is provided in Section 4.  
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Allocation of Governance Obligations Across Actors in the AI Agent Value Chain 

Pillar 
 

Measure GPAISR Model 
Provider  

High-risk) System 
Provider  

High-risk) System 
Deployer  

4.1  
Agent Risk 
Assessments 

4.1.1  
Risk 
Identification 

Map broad, high-level 
pathways to harm from 
agentic capabilities 

Develop detailed risk 
scenarios specific to 
deployment context 

Use the AI Office template 
to conduct fundamental 
rights impact 
assessments 

4.1.2  
Risk Evaluation 

Conduct general 
capability testing via 
standardised 
benchmarks  

Perform continuous & 
iterative use-case 
specific testing 
reflecting operational 
conditions 

Conduct fundamental 
rights impact 
assessments & use risk 
evaluation tools to guide 
go/no-go decisions 

4.2 
Transparency 
Tools 

4.2.1  
Agent 
Identifiers 

Build core agent 
identification 
infrastructure & provide 
agent card templates  

Implement & maintain 
agent IDs for specific 
deployment context 

Ensure agent 
identification remains 
intact, accurate & 
recorded 

4.2.2 
Real-Time 
Monitoring 

Develop configurable 
monitoring capabilities & 
set default alert 
thresholds 

Set context-appropriate 
thresholds & response 
protocols, provide 
feedback on alert 
accuracy 

Monitor the agent, report 
risks & suspend use (if 
needed) 

4.2.3  
Activity Logs 

Develop & maintain 
detailed logging 
infrastructure for agent 
activity 

Implement logging with 
deployment-specific 
detail & retention 
policies 

Retain automatically 
generated logs 

4.2.4 
Acceptable Use 
Policies AUPs 

Define broad boundaries 
for agent use & key 
constraints 

Review & adhere to 
model provider AUPs, 
develop supplementary 
policies for specific use 
cases 

Follow both model & 
system providers' AUPs 

4.3  
Technical 
Deployment 
Controls 

4.3.1  
Real-Time 
Action Refusal 

Build multi-level filtering 
frameworks for agent 
outputs 

Add domain-specific 
filters & monitor 
effectiveness 

Review filter performance, 
report issues & refine 
mitigation 

4.3.2 
Emergency 
Shutdowns 

Create automated & 
manual shutdown 
infrastructure linked to 
monitoring 

Define graduated 
response protocols & 
investigation 
procedures 

Test shutdown protocols, 
train staff & log incidents 

4.4  
Human 
Oversight  

4.4.1 
Checkpoint 
System 

Develop configurable 
checkpoint mechanisms, 
linked to logging & 
emergency shutdown 

Place checkpoints 
strategically & establish 
review protocols 

Ensure their staff have the 
requisite AI literacy to 
make informed & less 
biased decisions  

4.4.2 
Permission 
Management 

Build permission control 
infrastructure, develop 
documentation of 
permissions  

Configure granular 
permissions for specific 
operational needs & 
risks 

Review permission 
configurations based on 
operational experience 
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Glossary 
Note: The definitions provided below are drawn from the AI Act and other sources (such 
as the OECD. They are not strictly legal definitions, but are intended to clarify key 
concepts used in this report for better understanding and context. 
 

Group Term Definition 

Software AI agent 

Functionally, a system that autonomously pursues 
complex and long-term goals and takes actions in virtual 
and real-world environments. Technically, a compound 
system consisting of a general-purpose AI model GPAI 
and scaffolding. 

Software AI system 
A machine-based system that is designed to operate 
with varying levels of autonomy, infer from input, and 
generate outputs that can influence environments. 

Software General-purpose 
AI GPAI model 

An AI model trained with vast data using 
self-supervision at scale, exhibiting significant 
generality and capable of competently performing a 
wide range of tasks, and that can be integrated into a 
variety of downstream systems or applications. 

Software 
GPAI model with 

systemic risk 
GPAISR 

A general-purpose AI model with systemic risk is a GPAI 
model with scale, capabilities, or market impact that 
presents significant potential risks to society, the 
economy, or fundamental rights, requiring stricter 
regulatory oversight. A GPAI model is presumed to carry 
high-impact capabilities when its training involves more 
than 10²⁵ floating point operations FLOPs. 

Software GPAI system 
An AI system based on a general-purpose AI model with 
the capability to serve multiple purposes, either directly 
or when integrated into other systems. 

Software Scaffolding 
External tools or software components integrated with a 
GPAI model to improve task performance, such as 
reasoning frameworks, memory, or tool access. 

Features Agency 
The degree to which an AI system acts autonomously to 
pursue complex and long-term goals and takes actions 
in virtual and real-world environments. 
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Features Autonomy 
An AI system's ability to operate independently, making 
decisions and adapting to changing conditions with 
minimal human intervention. 

Features Capability The proficiency level at which an AI system can perform 
tasks of varying difficulty. 

Features Generality 
The breadth of tasks an AI system can perform 
competently, indicating its versatility across different 
domains. 

Actors GPAI model 
provider 

An entity that develops and offers GPAI models. In the 
context of agents, these will commonly be GPAI models 
with systemic risk. 

Actors System provider 
An entity or individual that develops, markets, or 
deploys an AI system under its own name or trademark, 
regardless of whether it is for profit or free. 

Actors System deployer An entity using an AI system under its authority, except 
for personal, non-professional use. 
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1. State of AI Agents 
“2025 is the year of AI agentsˮ, claimed OpenAI Chief Product Officer Kevin Weil during 
this yearʼs World Economic Forum in Davos (Axios, 2025). With similar pomp, Salesforce 
CEO Marc Benioff announced in September 2024 that the goal of his company was to 
“empower one billion agents [...] by the end of 2025ˮ (Salesforce, 2024). Predictions 
highlighting agentsʼ transformative effects in the near future were made by most major 
tech CEOs, including Sam Altman (2025) and Mark Zuckerberg ZDNET, 2025.  
 
Agents are AI applications that can execute complex tasks on their own, both in virtual 
and real-world settings. As of now, agents remain focused on specific tasks like 
managing inboxes and booking flights. But if they live up to their promise, they may soon 
become highly-capable digital coworkers or personal assistants. As such, the autonomy 
of agents, and their capacity to take direct action mark a fundamental shift, moving AI 
“through the chat window and into the real worldˮ (CSET, 2025). While agentsʼ precise 
impact is yet to be seen, one thing is clear: major technology companies are making a 
concerted effort to turn their predictions into reality, investing large sums and releasing an 
ever-growing array of AI agent products and features.  
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1.1 AI Agent Trends 

 
Figure 1. Number of agents released over bi-monthly time intervals between March 2023 and 

January 2025. Based on known release dates of AI agents included in the AI Agent Index 
developed by Casper et al. 2025. 

 
AI agent deployment is accelerating. Casper et al.̓ s (2025) AI Agent Index gathers public 
information on released AI agents. According to the index, approximately half of all 
included agents were released during the second half of 2024. It is worth noting that 
other sources report much larger numbers. This includes the AI Agents Directory, a 
marketplace for AI agents, which contains more than 1,300 agents (AI Agents Marketplace 
& Directory, 2025). One explanation for the discrepancy lies in the AI Agent Indexʼs more 
stringent inclusion criteria: whereas any organisation can submit their agent to the AI 
Agents Directory, Casper et al. (2025) require agents to demonstrate high degrees of 
agency and consequential impact, among other criteria. Apart from showcasing scholarly 
rigour, it exposes the current “hype ,ˮ compelling companies to brand their offerings as AI 
agents. 
 
In addition to smaller downstream providers, all major providers of GPAI models with 
systemic risk GPAISR are developing agents. Table 1 presents select examples of recent 
agent releases from major model providers.  
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GPAISR Provider Release Date AI Agent Details 

Anthropic October 2024 
“Computer Useˮ is introduced to Claude, 
allowing it to control a userʼs computer interface 
(Anthropic, 2024b). 

Google DeepMind December 2024 
“Project Marinerˮ is designed to solve 
open-ended web tasks (Google, 2024). 

OpenAI January 2025 
“Operatorˮ can perform web tasks for the user, 
such as booking travel, by using its own 
browser to access websites (OpenAI, 2025a). 

OpenAI February 2025 
“Deep Researchˮ enables multi-step research 
on the internet (OpenAI, 2025b). 

 
Table 1. Non-exhaustive overview of agents released by major GPAISR providers. 

 
Current agents remain primarily constrained to the virtual environment. Researchers 
and developers are building agents for a variety of domains, including research (Bran et 
al., 2023), software engineering (Jimenez et al., 2023), personal assistance (A. Chan et 
al., 2024), and cyber-offence (Fang et al., 2024), among others. Among the 67 systems 
included in the AI Agent Index, 74.6% either relate to computer use or software (Casper et 
al., 2025). The current concentration in virtual environments likely relates to the greater 
technical feasibility of virtual agents, among other factors (Toner et al., 2024). 
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Figure 2. Average GAIA scores of 37 AI agents, uploaded to the public leaderboard between 
November 2023 and February 2025, plotted against their submission date. The R2 of the linear 

trend is 0.06. 
 
There have been improvements in the agent capabilities, but performance across 
domains remains varied and below human-level. GAIA is one of several benchmarks to 
evaluate the performance of agents, composed of 466 real-world questions that require a 
set of fundamental abilities such as reasoning, multi-modality handling, web browsing, 
and generally tool-use proficiency (Mialon et al., 2024). Figure 2 examines the 
performance, measured by the share of correctly solved questions, of 37 agents included 
in GAIAʼs public leaderboard. The data suggest that agent performance has generally 
improved over time. This finding is tentatively corroborated by Table 1, which shows 
improvements both for median and average scores, but also pointing to significant 
variance. Lastly, agent performance remains below human-level: whereas the best agent 
scored 27% on GAIA, the average human score is 92%.  
 
It is important to note that this analysis comes with several limitations. Most noteworthy, 
the sophistication of agent developers likely varies significantly, for instance, reflected in 
their resources, model access and the quality of the agent scaffolding used. This may 
partially explain the variation in performance. 
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Investment trends signal expectations for increased proliferation and systemic impact 
of agentic systems. Significant venture capital funding is flowing into agent-focused 
startups, with companies such as Decagon and Anysphere collectively raising billions 
(Russell and Stokes, 2025), underscoring the potential for growth in the market and thus 
expected future capabilities for agents. 
 

Group Timeframe Count Median Score Average Score 95% CI 

1 202311 to 202404 13 13.0 13.1 9.5, 16.7 

2 202404 to 202409 9 12.0 15.7 10.8, 20.6 

3 202409 to 202502 15 20.6 16.1 12.2, 20.0 

Overall 202311 to 202502 37 14.6 14.9 12.8, 17.1 

 
Table 2. AI agents grouped by their submission data into 3 clusters, each spanning 6 months. 

1.2 Characterising AI Agents 
 
There exists no widely accepted definition of “AI agents .ˮ The ecosystem of AI agents 
remains dispersed and heterogeneous, with the term “AI agentsˮ being applied loosely. As 
suggested by Casper et al. 2025, “the notion of artificial agency has a long and 
contentious history, spanning multiple decades and diverse disciplines ,ˮ with first 
entanglements dating back to the 1940s (Heylighen and Joslyn, 2003). Rather than 
attempting to resolve these definitional debates, we follow these authors in adopting a 
loose characterisation of “AI agents .ˮ  
 
To this end, current agents may be characterised in terms of 1 their functional attributes 
and 2 their technical composition. This is explored below. 
 
1. Agents are characterised by their capacity to (i) autonomously pursue complex, 

underspecified goals, engaging in long-term and adaptive planning and (ii) take 
actions in both virtual and real-world environments (A. Chan et al., 2023; Kapoor et 
al., 2024; Shavit et al., 2023).  

2. Agents are a compound system, consisting of a GPAI model—currently an 
advanced LLM or multimodal model—that is connected to “scaffoldingˮ software, 
affordances that aim to enable more effective planning and goal execution (Toner et 
al., 2024). For an illustration, see Figure 3 below. Common scaffolds (i) optimise model 
queries, for example, by using chain-of-thought reasoning to divide a more complex 
task into smaller sub-tasks, (ii) grant the model access to general tools, like a web 
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browser, memory storage or a code interpreter, and (iii) grant the model access to 
specialised tools, like the API of a bank or a telecom provider, enabling the agent to 
transfer money or make phone calls (Toner et al., 2024). We expect agents to be built 
upon the most advanced GPAI frontier models, qualifying as GPAISRs under the AI Act 
(SAP, 2024). 

 

 
Figure 3. Technical composition of an illustrative AI agent, adapted from He et al. 2024. 

1.3 Evolving Landscape 
GPAISR providers increasingly offer commercialised agents. Whereas several GPAISRl 
providers explicitly advertise standalone AI agents—for instance, Google promoting 
distinct AI agents in the context of its recent Gemini 2.0 launch—others present an 
integrated product offering, selling GPAISRs with increasingly agentic features—such as 
Anthropic enabling computer-use with Claude 3.5 Sonnet or OpenAI using 
chain-of-thought for their o1 model. 
 
While the future composition of the agent ecosystem in the coming years remains 
uncertain, a range of market structures seems plausible (Toner et al., 2024). On one 
extreme, agents could be predominantly offered by a small number of GPAISR providers. 
On the other hand, the ecosystem could be highly fragmented and diverse, where a large 
number of downstream providers build agents on top of GPAISRs. Additionally, it remains 
to be seen whether agents will achieve greater commercial success in a 
business-to-business B2B or business-to-consumer B2C context. 
 
Use-case specific agents that focus on tasks in virtual environments appear more 
likely to prevail in the short-run, given their greater technical feasibility at present. This is 
particularly true in the domain of software engineering, since it is comparatively easy to 
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create feedback and verification loops during training and fine-tuning (Toner et al., 2024). 
If agents remain oriented towards particular use cases in the medium-term, it is plausible 
that new downstream providers will emerge and leverage specialised training data and 
methods to develop and market their own agents. For instance, the startup Lindy offers AI 
Sales Development Representative SDR agents, which are powered by OpenAIʼs GPT 4 
(Drope, 2024).  
 
However, the AI agent value chain is further complicated by “intermediary companies ,ˮ 
which provide a platform for others to develop agents. Platforms like AutoGPT enable 
users to build their own agents and manage agent workflows, often using low-code 
approaches (AutoGPT, 2024). AutoGPT currently integrates with models from OpenAI, 
Anthropic, Groq and Llama. As such, the platform targets both end users and businesses, 
who can deploy agents within their own business or build novel products on top of 
AutoGPT. Although the precise nature of future market dynamics in downstream 
applications remains unclear, it is almost certain that all major GPAISRs are already, or 
soon will be, integrated into downstream agent systems. 
 
Having examined the emerging trends and characteristics of AI agents, this policy paper 
proceeds to analyse their associated risks in Section 2. We explore the fundamental 
mechanisms through which AI agent systems amplify existing concerns and introduce 
novel pathways to harm, before mapping these onto the regulatory frameworks 
established in the EU AI Act. 
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2. Risks from AI Agents 
Agentic AI amplifies many of the risks that have been associated with GPAISR. More 
specifically, agents' capabilities create novel pathways to harm across a wide range of 
risk domains both in the real world and virtual environments (Toner et al., 2024). For 
instance, multi-agent collusion could trigger financial flash crashes (Gao et al., 2024), 
while long-term planning and anthropomorphic features can enable psychological 
manipulation (Gabriel et al., 2024), particularly of minors, with documented severe mental 
health impacts even leading to suicide (Montgomery, 2024). These same capabilities 
could also enable sustained deceptive behaviors that undermine the effectiveness of 
human oversight (Meinke et al., 2024). 
 
Hence, it is imperative to understand the mechanisms through which AI agents amplify 
harms. This understanding can then be used to map the effect of these mechanisms onto 
GPAI risk domains identified in regulatory frameworks like the EU AI Act. To this end, the 
following analysis (i) identifies mechanisms through which agentic AI amplify risks, (ii) 
explores how these mechanisms serve as a source of systemic risks for GPAI models, as 
highlighted in Recital 110, and (iii) examines how such systems might intensify 
downstream risks associated with high-risk AI applications, as outlined in Ch. III and 
Annex III of the EU AI Act. 

2.1 Risk Mechanisms 

The fundamental risk mechanisms of AI agents stem from two key capabilities: 
autonomous long-term planning and real-world interaction (Chan et al., 2023, Durante et 
al., 2024, Reuel et al., 2024). 

First, agents can engage in extended autonomous operation and long-term planning, 
enabling them to execute complex sequences of actions with minimal human 
oversight. This capability allows agents to pursue goals over long time horizons, 
potentially enabling deviations from intended behaviours before human operators can 
take notice and intervene (Kolt, 2025). The autonomous nature of these systems means 
they can execute multiple consequential decisions in rapid succession, creating 
cascading effects that may be difficult to halt or reverse once initiated. Long-term 
planning is also increasingly problematic when linked to scheming or deception, where 
models “attempt to disable their oversight mechanismsˮ and “AI agents might covertly 
pursue misaligned goals, hiding their true capabilities and objectivesˮ (Meinke et al., 
2024, p.1; Scheurer et al., 2024) 

Second, agents' ability to interact directly with the real-world, through API interfaces 
and external tools dramatically expands the potential scale of harm. If integrated into 
our personal lives or critical infrastructure– from financial to energy systems–agents will 
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begin to have a large impact on society, where the negative consequences of malfunction 
or misuse become significantly greater. 

Risk 
Mechanism 

Key Characteristics Potential Consequences 

Autonomous 
Long-Term 
Planning 

1. Extended autonomous 
operation 

2. Complex action sequences 
with minimal oversight 

3. Goal pursuit over long time 
horizons 

A. Deception and scheming 
B. Deviation from intended behaviours 
C. Multiple consequential decisions in 

rapid succession 
D. Cascading effects difficult to halt or 

reverse 
E. Covert pursuit of misaligned goals 
F. Disabling oversight mechanisms 

Direct 
Real-World 
Interaction 

4. API interfaces to external 
systems 

5. Access to external tools 
6. Integration with critical 

infrastructure 
7. Integration into personal lives 

G. Dramatically expanded scale of 
harm 

H. Significant societal impact 
I. Magnified negative consequences 

of malfunction 
J. Amplified harm from misuse, 

emotional dependence enabling 
manipulation, and erosion of 
interpersonal relationships 

Table 3 Overview of key characteristics and potential consequences of risk mechanisms for 
agents 

The order of our analysis below follows the sequence of AI agent development in the 
value chain, progressing from upstream to downstream considerations. We begin with 
Ch. V of the AI Act, which addresses general, foundational systemic risks arising from 
GPAI models that power agents, before examining Ch. III, which covers specific high-risk 
applications where agents might be deployed. This approach mirrors how risks propagate 
through the AI value chain, from general capabilities of foundation models to 
context-specific risks in particular deployment scenarios. 

2.2 Chapter V Agents and Systemic Risks of GPAI Models   

These risk mechanisms of AI Agents can amplify the systemic risks explicitly identified 
in the EU AI Act's Recital 110, which recognises both autonomy and tool access as key 
risk factors. The autonomous nature of agents increases the likelihood and potential 
severity of major accidents, particularly in critical infrastructure systems where rapid 
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decision sequences could bypass existing safety mechanisms and agent actions could 
directly affect essential services or safety systems. For instance, an agent with access to 
industrial control systems could repeatedly alter operational parameters, potentially 
destabilising critical systems before safety protocols can respond. Similarly, agents with 
access to financial systems could execute rapid sequences of transactions that, while 
individually valid, could collectively lead to a flash crash of the banking system (Gao et al., 
2024). 

The combination of autonomy and real-world interaction also creates new pathways 
for intentional misuse and unintended loss of control. Agents could be weaponised for 
autonomously developing and launching sophisticated large-scale cyber attacks or used 
to automate the development and deployment of bioweapons. Their potential role in 
disseminating illegal or misleading content is particularly concerning given their ability to 
operate continuously and adapt their strategies over time. Furthermore, losing control 
over autonomous agents operating in sensitive environments like manufacturing, 
healthcare, or transportation systems could result in significant material damage, service 
disruptions, or even threats to human safety. 

2.3 Chapter III Agents and Domain-Specific High-Risk Systems 

The deployment of AI agents into specific use cases introduces specific concerns that 
must be carefully considered. These concerns apply whether the AI is deployed as (i) a 
standalone system in high-risk domains under Annex III of the EU AI Act, or (ii) a safety 
component in another product regulated by EU harmonisation legislation. 

Below are two high-risk domains listed in Annex III of the AI Act, each paired with specific 
scenarios illustrating how AI agents could introduce or amplify pathways to harm: 

Education and Training Annex III, 2b 
Scenario: AI Agent Tutor 
Agents deployed as tutors or assessment tools in EdTech or remote learning 
environments can dynamically adapt their teaching strategies and tone to sustain 
engagement, inadvertently developing highly influential psychological relationships with 
young students. While educational chatbots already exist, agents are prized for being 
able to sustain longer autonomous operation without parental or teacher supervision, 
potentially steering children to emotionally sensitive or harmful content, especially if 
goal-setting heuristics reward user engagement and retention. In one case, an 
unsupervised chatbot session even reportedly contributed to the suicide of a teenager 
(Montgomery, 2024), showcasing the real risks of integrating AI agents into the lives of 
children. 
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Democratic Processes Annex III, 8a 
Scenario: Political Campaigning AI Agent 
Agents deployed in political campaigning or influence operations could autonomously 
execute end-to-end workflows beyond the capacity of traditional tools. While 
previously bots posted template content and boosted existing narratives, agents can 
integrate these efforts without significant human oversight into a full influence 
campaign, autonomously 1 researching specific target audiences (microtargeting), 2 
generating emotionally persuasive and targeted multimodal content (from Facebook 
posts to deepfake videos), and 3 adaptively disseminating these via multi-platform 
coordination tools. This improves the scalability and persuasiveness of campaigning 
efforts, while lowering costs. 

It should be noted that the high-risk AI applications in Annex III, as referenced above, 
was developed before the emergence of AI agents. At the time, regulators could not 
predict the rise of autonomous AI agents and their potential to exacerbate existing threats. 
As such, once the capabilities of AI agents are fully understood, certain AI use cases may 
warrant reassessment and reclassification as high-risk per Annex III. 
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3. Applicability of the EU AI Act 
The following table summarises the main take-aways from this section covering the 
applicability of the AI Act to AI agents.1 
 

Question Interpretation 

3.1 
Are agents AI systems? 

Yes, agents should be understood as AI systems, 
since (i) they meet the 6 primary criteria in the 
definition of an AI system Art. 31; C2025 9249, 
(ii) they are GPAI models with added components 
Recital 97. 

3.2 
Are agents (built on GPAI 
models) GPAI systems? 

Yes, but only if they maintain sufficient generality of 
capabilities to serve multiple purposes Recital 100. 
The system provider can integrate the GPAI model into 
the agent system in such a way as to prevent general 
capabilities.  

3.3 
Must providers of GPAISR 
consider AI agent risks?  

Yes. AI agents directly relate to several sources of 
systemic risk, such as tool access and high levels of 
autonomy, which must be assessed and mitigated. 
Recital 110, Art. 551b. This is true regardless of 
whether the AI agent is developed by (i) the model 
provider herself, or (ii) a downstream provider. 
 

3.4 
Are AI agents high-risk AI 
systems? 

This depends on the agentʼs intended purpose. The 
agent is a high-risk AI system if it is intended to (i) 
function as a safety component, or (ii) for a use case 
listed in Annex III, in which case the provisions of Ch. 
III applies. If the AI agent is a GPAI system and could 
be used in a high-risk area per Annex III, the provider 
must deliberately exclude such use to avoid high-risk 
classification.  

3.5 
Which authority is 
responsible for overseeing AI 
agents? 

1. If the agent is not a high-risk GPAI system and is 
developed by a downstream provider, the relevant 
national Market Surveillance Authority is 
responsible for oversight. 

2. If the agent is a high-risk GPAI system and 

1 Disclaimer: This section reflects our interpretation of the AI Act but should not be taken as legal advice. 
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developed by a downstream provider, the Market 
Surveillance Authority remains responsible but 
shall closely cooperate with the AI Office to 
evaluate compliance Art. 752, Recital 161.  

3. If the agent is built upon a GPAI model and the 
agent and the as`model are developed by the same 
provider, the AI Office is responsible Art. 751. 

 
Table 4. High-level overview of the applicability of the EU AI Act to agents.  

 
To substantiate the analysis above, the following sections examine in greater depth how 
the EU AI Act applies to AI agents. We explore their classification as AI systems and GPAI 
systems, assess the circumstances under which they pose high-risk, and map the 
allocation of responsibilities across the AI value chain. This detailed breakdown aims to 
clarify the regulatory implications for AI agents under both Ch. III and Ch. V of the Act. 
 

 
Figure 4. Illustrative overview of the applicability of the EU AI Act to AI agents. 

The size of the circles does not represent the number of actors within each segment. 

3.1 AI Agents as Systems 
 
Most agents under the EU AI Act can be considered AI systems, per Art. 31. There exist 
at least two lines of argumentation to support this claim: 
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1. Agents meet all elements of the definition of an AI system. More broadly, and as 
outlined in the corresponding guidelines published by the Commission, the “definition 
[of an AI system in the AI Act] comprises seven main elements (European 
Commission, 2025, p. 2):  
a. a machine-based system;  

■ AI agents are computational systems built on GPAI models with added 
scaffolding software and external interfaces. 

b. that is designed to operate with varying levels of autonomy; 
■ AI agents are designed to act with varying degrees of independence, 

generating outputs and making decisions with limited or no human intervention. 
c. that may exhibit adaptiveness after deployment;  

■ Agents can learn from interactions, refine strategies based on feedback, and 
adapt their approach to new contexts or unforeseen circumstances they 
encounter during operation. 

d. and that, for explicit or implicit objectives;  
■ Agents are goal-oriented by definition, designed to accomplish specific tasks 

(explicit objectives) or optimise for broader outcomes like user satisfaction 
(implicit objectives). 

e. infers, from the input it receives, how to generate outputs 
■ Agents process user instructions and other relevant data, then use reasoning 

capabilities (like chain-of-thought) to determine appropriate actions and 
responses. 

f. such as predictions, content, recommendations, or decisions 
■ Agents generate outputs including predictions, text/image content, 

recommended courses of action, and autonomous decisions about which 
actions to take 

g. that can influence physical or virtual environments .ˮ  
■ Agents are specifically designed to interact with and modify both virtual 

environments (browser control, code execution) and potentially physical 
environments (through API access to real-world systems). 

2. Agents are AI models with added components. Recital 97 suggests that the addition 
of further components turns an AI model into an AI system (underlining added): 
“[...]Although AI models are essential components of AI systems, they do not 
constitute AI systems on their own. AI models require the addition of further 
components, such as for example a user interface, to become AI systems. [...]ˮ). 
While the EU AI Act does not expressly state which components indicate a move from 
an AI model to a system, it can be reasonably assumed that many scaffoldings, such 
as the integration with external tools, from external memory to website APIs, 
effectively render an AI model a system under the EU AI Act. Since these are 
components AI agents have by necessity, they should by default be considered AI 
systems. 
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3.2 AI Agents as GPAI Systems 
 
Whether AI agents that are built on GPAI models are GPAI systems depends on the 
generality of their capabilities. Recital 100 states that (underlining added): “When a 
general-purpose AI model is integrated into or forms part of an AI system, this system 
should be considered to be [a] general-purpose AI system when, due to this integration, 
this system has the capability to serve a variety of purposes.ˮ  See also Art. 366. The 
notion of capability is crucial, as it suggests that GPAI status is based on an AI modelʼs 
inherent potential for multi-purpose use, rather than just its specific deployment context. 
However, no clear definition or method currently exists for determining whether an AI 
system serves “a variety of purposes,ˮ  and recent European Commission 2025 
guidelines do not clarify this issue. As a stand-alone question, this has only implications 
for who the enforcement authority is, as we will see below. However, it is possible that 
agents built on GPAI models are by default high-risk GPAI systems with the consequence 
that Ch. III applies. 
 
It is unclear whether agents built on GPAI models are necessarily high-risk AI systems. 
The concept of GPAI systems was included during the very final phase of the trilogue 
negotiations, with insufficient time to clarify its exact interaction with the rest of the Act 
(Schwartmann & Zenner, 2025). A strict interpretation of the AI Act may suggest that they 
should be universally treated as high risk, since by virtue of being general-purpose, a 
GPAI system could be used in a high-risk area per Annex III. The wording of Recitals 85 
and Art. 752 might support such an interpretation. However, the overall logic of the AI 
Act favours an interpretation whereby the classification of GPAI systems also depends on 
their intended purpose (Schwartmann & Zenner, 2025). To this end, it appears possible 
for providers of GPAI systems to issue a blanket exclusion of high-risk uses from the 
intended purpose, as long as such exclusion does not appear arbitrary. Although not 
directly applicable, an analogy can be drawn to a 2013 ruling by the German Federal 
Court of Justice in the area of medical devices BGH 18.4.2013, which may nevertheless 
lend support to this interpretation. Beyond articulating the intended purpose in user 
manuals, sales material, and relevant documentation, providers of GPAI systems can be 
reasonably expected to take technical measures to prevent their use in high-risk 
applications (Schwartmann & Zenner, 2025). When considering whether an AI agent 
serves “a variety of purposes,ˮ  it is important to look beyond its primary output and 
consider its broader, foreseeable applications. For example, it seems plausible that an AI 
coding agent that is built on a GPAISR model and capable of autonomous coding should 
qualify as a GPAI system, because its output can serve diverse functions across various 
contexts, such as debugging, performance optimisation, security enhancement, or 
generating novel functionalities, demonstrating the inherent multidimensionality of coding 
tasks. 
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3.3 AI Agents Built on General-Purpose AI Models with Systemic Risk 
There is no separate category for AI systems built upon GPAISR and no corresponding 
obligations of the agentic system provider, unless they also build the model. All 
obligations pertaining to GPAISR need to be met on the model level. 
 
Providers of GPAISR must mitigate systemic risks stemming from their integration in AI 
agent systems. As demonstrated in section 2.2, in reference to Recital 110, AI agent 
characteristics directly relate to several sources of systemic risks, such as tool access or 
high levels of autonomy. Hence, per Art. 551b model providers must assess and 
mitigate the risks from AI agents. In cases where AI agents are built on GPAI models that 
do not pose systemic risk, obligations in relation to risk assessment and mitigation donʼt 
apply. 
 
Ch. V Section 3 applies to the model provider regardless of who builds the agent, be it 
(i) a downstream provider, or (ii) the GPAISR provider herself. Even if a GPAISR provider 
is not the one building the agent, the systemic risk assessment and mitigation requirement 
applies. This follows from Art. 551b, imposing risk assessment and mitigation 
obligations also in light of the use of GPAISR systems, as well as from Recital 114, which 
articulates the unique role of GPAI model providers along the entire value chain. In this 
regard, Measure II.4.7. of the Third Draft of the Code of Practice states that (underlining 
added): “As necessary for the assessment and mitigation of systemic risk, Signatories 
shall ensure that model  evaluations of their GPAISR will take into account reasonably 
foreseeable integrations of the model into an AI system, as appropriate to the systemic 
risk assessed.ˮ 2  

3.4 AI Agents as High-Risk AI Systems 
Whether an agent is a high-risk AI system depends on its intended purpose. Art. 312 
defines intended purpose as the “use for which an AI system is intended by the provider .ˮ 
Moreover, relevant guidance from the European Commission suggests that intended 
purpose is fulfilled through factors “[...] such as the integration of the system into a 
broader customer service workflow, the data that is used by the system, or instructions 
for use .ˮ When assessing its intended purpose, the following considerations apply: 

a. It is used as a safety component of a product covered by a specific harmonised 
legislation listed in Annex I, e.g. in a medical device or a toy, and that legislation 
mandates third-party conformity assessment; or 

b. It is a standalone AI system in one of eight categories listed under Annex III, e.g., 
critical infrastructure or education and vocational training. 

2 All references to the Code of Practice relate to the Third Draft, published on 11 March 2025. While we 
don’t expect major revisions or exclusions of the Measures we reference, we will revisit and update the 
report once the final Code has been released. 
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High-risk uses in Annex III may insufficiently capture risks from AI agents as 
standalone AI systems. Given the novel risk mechanisms introduced by AI agents (see 
Section 2.1), it seems plausible that the emergence of AI agents necessitates an update to 
the use cases defined in Annex III. For instance, the use of AI agents in cybersecurity may 
constitute a high-risk application in the area of critical infrastructure. To this end, Art. 7 
empowers the European Commission to adopt delegated acts to add or modify use cases 
of high-risk AI systems. Further, Art. 72 outlines criteria to assess whether the nature 
and size of the impact from the additional use cases meet the necessary threshold. Upon 
initial inspection, several criteria appear relevant to AI agents, such as the systemʼs 
autonomy Art. 72b, the potential extent of the harm Art. 72f or the existence of 
other redress mechanisms in European Union law, or the lack thereof Art. 72k.  

3.5 Enforcement Authority 
Enforcement responsibility for an AI agent shifts between the national Market 
Surveillance Authority and the AI Office, depending on who provides the agent and 
whether the system is classified as a GPAI system. Where a provider creates an agent 
that qualifies as a high-risk AI system, but not a GPAI system, day-to-day oversight rests 
squarely with the competent Market Surveillance Authority in the providerʼs Member 
State. When that same provider instead produces a high-risk GPAI agent, the Market 
Surveillance Authority retains the lead but must work in close coordination with the AI 
Office to assess and enforce compliance, as required by Art. 752 and underscored in 
Recital 161. Finally, if a single provider supplies both the underlying GPAI model and the 
agent layer built on top of it, high-risk or not, ultimate supervisory competence moves to 
the AI Office under Art. 751, reflecting the AI Officeʼs exclusive mandate to monitor GPAI 
model providers. 

3.6 Open Questions and Working Assumptions 
Several open questions remain regarding the applicability of the EU AI Act to AI agents, 
to be addressed in dedicated guidance by the EU AI Office or through established 
practice, potentially validated by courts. Below, we outline select open questions: 

1. What constitutes a GPAI system, as distinct from an AI system? 
2. Assuming an AI agent is a GPAI system that could be used in high-risk areas per 

Annex III, what constitutes non-arbitrary measures that would exclude such use 
from the intended purpose, especially with regards to technical mechanisms? 

3. Is it possible to understand agents as modified GPAI models? Building an agent 
may constitute a substantial modification of a GPAI model in line with Recital 109, 
necessitating select transfer of Ch. V obligations to downstream providers. 
However, a recently issued consultation by the AI Office seems to oppose such an 
interpretation, suggesting that the modification of a GPAI model is limited to 
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fine-tuning (European Commission, 2025).  For a more detailed discussion, please 
refer to the Appendix.  

 
In light of several open questions and some interpretative uncertainty, figure 5 
summarises our working assumptions regarding the applicability of the EU AI Act to AI 
agents. This interpretation may have to be adapted as new guidance emerges.  

1. We assume that most AI agents use GPAISRs (SAP, 2024). Thus, the full scope of 
Ch. V applies, specifically Section 3, requiring providers to assess and mitigate 
systemic risks arising from their modelsʼ use in AI agents. We exclude the case 
where an AI agent is built using a GPAI model without systemic risk from the scope 
of our analysis. 

2. Since AI agents are systems, Ch. III applies if the AI agent is a high-risk system. 
Ch. III imposes obligations both on the providers of AI agents (system providers) 
and the organisations deploying them (system deployers). The subsequent 
analysis focuses on cases where the AI agent is a high-risk system and considers 
non-high-risk cases out of scope. 

a. AI agents are high risk if they are intended to be used (i) as a safety 
component, (ii) for a high-risk use case as per Annex III. 

b. If an AI agent is also a GPAI system, which can be used in at least one area 
that is high risk, providers can issue a blanket exclusion of high-risk uses 
from the intended purpose, as long as such exclusion does not appear 
arbitrary. What exactly such exclusion requires, particularly regarding 
technical precautions to prevent high-risk use, remains unclear. 

 

 
 

Figure 5. Decision tree presenting the logic for assessing the applicability of the EU AI Act to AI agents. 
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3.7 Allocation of Obligations Along the Value Chain 
Under the EU AI Act, model providers develop and train the underlying general-purpose 
AI models, system providers build applications that incorporate these models, and system 
deployers implement these applications in real-world contexts. Each actor has unique 
capabilities, constraints, and distinct regulatory obligations tailored to their position in the 
value chain, as seen from Art. 25 of the AI Act. 
 
The governance of AI is complicated by the “many-hands-problem ,ˮ where 
responsibility is diffused across multiple actors, making it difficult to assign 
accountability (Cobbe et al., 2023). This problem is especially pronounced in the case of 
AI agents, which are developed, deployed, and used across complex, dynamic value 
chains involving diverse actors with interdependent roles. Thus, the effective governance 
of AI agents cannot be achieved through isolated measures at any single level of the 
value chain. Instead, it requires coordinated action and collaboration across model 
providers, system providers, and system deployers, with each actor implementing 
complementary measures that build upon the capabilities and constraints established by 
upstream entities (Kraprayoon et al., 2025) and cascade through the entire value chain 
while being adapted to each actor's position and capabilities. 
 
For each governance measure described in the next section, we observe a pattern of 
responsibility allocation that can be visualised as a flowchart from model providers to 
system providers to deployers, with each level adapting and extending the measures 
implemented by upstream actors. To illustrate the measure of risk identification, we 
provide such a visualisation in Figure 5. The allocation of responsibility is essential 
because no single actor possesses complete information, technical capabilities, or 
contextual understanding necessary to comprehensively address AI agent risks. 
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Figure 6 Value Chain Interdependencies for Risk Identification of AI Agents 

3.7.1 Illustrative Example: Risk Identification Along the Value Chain) 
1. Model Providers possess deep technical knowledge of their models' capabilities 

and limitations, enabling them to systematically identify and analyse how their 
models could enable harmful agentic behaviours when integrated into agent 
systems. As required by Art. 551a and (b) of the AI Act and Commitments II.3 
and II.4 of the third draft of the Code of Practice, they conduct high-level risk 
assessments that identify general risk patterns and potential systemic risks. 
However, they lack contextual knowledge of specific deployment contexts and 
intended use cases. 

2. System Providers possess detailed knowledge of their specific implementation 
contexts but may lack deep understanding of model internals. As mandated by Art. 
92a of the AI Act, they use the high-level risk assessments provided by model 
providers as a foundation, then extend and contextualise this analysis to identify 
risks specific to their deployment environment. This might include identifying how 
general risk patterns interact with domain-specific factors such as particular APIs, 
users, or operational constraints. 

3. System Deployers possess the most detailed understanding of actual operational 
environments and end-user interactions. Under Art. 27 of the AI Act, they must 
conduct fundamental rights impact assessments using templates provided by the 
AI Office, ensuring that potential harm pathways are systematically mapped within 
their specific deployment context. This assessment benefits from the risk 
identification work done upstream but adds crucial operational context. 
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This distribution of risk identification responsibilities leverages each actor's unique 
perspective and knowledge. Model providers understand general capability risks, 
system providers understand implementation risks, and deployers understand operational 
risks. The comprehensive identification of AI agent risks requires the integration of all 
three perspectives, as no single actor possesses complete visibility across the entire risk 
landscape. 

Nevertheless, at the aggregate level, model providers bear a particular responsibility 
given their vast resources and technical expertise. The EU AI Act recognises this, 
particularly in Recital 101, which emphasises that “providers of general-purpose AI 
models have a particular role and responsibility along the AI value chain.ˮ  As the 
architects of GPAI models, they set the parameters for downstream risk management, 
shaping the scope of potential risks and the available mitigation strategies. Consequently, 
they must assume a disproportionately greater role in assessing and addressing these 
risks from the outset. The asymmetries between different actors in the value chain shape 
the distribution of governance responsibilities, some of which are outlined below: 

1. Expertise Asymmetry: Model providers possess substantially superior technical AI 
expertise and research capabilities compared to downstream actors, with 
specialised teams of researchers who possess deep and privileged knowledge of 
model architecture, evaluation methods, technical mitigation strategies, and 
training methodologies.  

2. Resource Asymmetry: Model providers command access to significantly greater 
computational, financial, and research resources than most downstream actors. 
This pronounced resource disparity enables them to conduct thorough technical 
evaluations and develop complex safety measures that smaller system providers 
and deployers cannot feasibly implement independently. 

3. Information Asymmetry: System providers and deployers hold critical 
domain-specific knowledge essential for contextualising risks that model providers 
cannot access. They collect detailed insights about user behaviour, operational 
environments, and possible risk scenarios. Without this contextual knowledge, 
model providers' risk assessments remain theoretical and potentially misaligned 
with the practical challenges that emerge in specific deployment settings. 

These asymmetries are not unique to the AI agent value chain. Rather, they mirror broader 
structural conditions of GPAI development, where the number of actors, divergent release 
and access strategies, and varying levels of control complicate effective governance 
(Küspert et al., 2023). This was previously recognised in "Heavy is the Head that Wears 
the Crown" (Moës and Ryan, 2023), which first introduced an analytical framework of De 
Facto control (p. 66 rooted in knowledge, know-how, and technical access, to explain 
value chain power imbalances and allocate governance responsibilities accordingly. That 
framework found that each of these elements, privileged technical knowledge, embedded 
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operational know-how, and access to underlying system components, form the basis of 
power and responsibility in the AI value chain. Building on this insight, the present report 
applies a similar lens to AI agents. While model providers retain dominant control over two 
of the three asymmetries (expertise and resources) and thus incur significant 
responsibilities, the agentic AI landscape introduces more layered system architectures 
and a proliferation of downstream actors. This fragmentation heightens the need for a 
shared yet differentiated approach to AI agent governance, where obligations are 
allocated to actual capacity for intervention across the value chain.  
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4. Governance Along the Value Chain 

We propose a four-category taxonomy to organise governance obligations, 
distinguishing them by their function and implementation characteristics. These four 
categories are: 

1. Agent risk assessment 
2. Transparency tools 
3. Technical deployment mitigations 
4. Human oversight.  

 
As we have discussed in Section 3.7, a functional governance framework for AI agents 
must implement these along the entire value chain and accurately reflect the 
interdependencies of different measures. 
 
The taxonomy is derived by conducting an integrative literature review, the results of 
which we mapped onto the EU AI Act. Thus, we specifically focus on governance 
measures within the scope of the EU AI Act. In consequence, the list is not exhaustive, 
and additional elements such as liability frameworks (Cihon, 2024; Smakman et al., 2024; 
Kolt, 2025) are necessary to articulate a comprehensive and robust governance 
framework for AI agents. Moreover, for purposes of this taxonomy, we assume AI agents 
are (i) built using GPAI models with systemic risk GPAISRs) and (ii) constitute high-risk 
systems.  
 
The table below summarises the allocation of obligations among the three main groups 
of actors in the agent value chain (model providers, system providers, and system 
deployers). In essence, model providers must build the fundamental infrastructure (A. 
Chan et al., 2025), system providers must adapt these tools for their specific context, and 
deployers must adhere to and apply these rules during operation. The table presumes the 
high-risk obligations under Ch. III apply. 
 
 
 
 

Pillar 
 

Measure GPAISR Model 
Provider  

High-risk) System 
Provider  

High-risk) System 
Deployer  

4.1  
Agent Risk 
Assessments 

4.1.1  
Risk 
Identification 

Map broad, high-level 
pathways to harm from 
agentic capabilities 

Develop detailed risk 
scenarios specific to 
deployment context 

Use the AI Office template 
to conduct fundamental 
rights impact 
assessments 

4.1.2  
Risk Evaluation 

Conduct general 
capability testing via 
standardised 
benchmarks  

Perform continuous & 
iterative use-case 
specific testing 
reflecting operational 

Conduct fundamental 
rights impact 
assessments & use risk 
evaluation tools to guide 
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conditions go/no-go decisions 

4.2 
Transparency 
Tools 

4.2.1  
Agent 
Identifiers 

Build core agent 
identification 
infrastructure & provide 
agent card templates  

Implement & maintain 
agent IDs for specific 
deployment context 

Ensure agent 
identification remains 
intact, accurate & 
recorded 

4.2.2 
Real-Time 
Monitoring 

Develop configurable 
monitoring capabilities & 
set default alert 
thresholds 

Set context-appropriate 
thresholds & response 
protocols, provide 
feedback on alert 
accuracy 

Monitor the agent, report 
risks & suspend use (if 
needed) 

4.2.3  
Activity Logs 

Develop & maintain 
detailed logging 
infrastructure for agent 
activity 

Implement logging with 
deployment-specific 
detail & retention 
policies 

Retain automatically 
generated logs 

4.2.4 
Acceptable Use 
Policies AUPs 

Define broad boundaries 
for agent use & key 
constraints 

Review & adhere to 
model provider AUPs, 
develop supplementary 
policies for specific use 
cases 

Follow both model & 
system providers' AUPs 

4.3  
Technical 
Deployment 
Controls 

4.3.1  
Real-Time 
Action Refusal 

Build multi-level filtering 
frameworks for agent 
outputs 

Add domain-specific 
filters & monitor 
effectiveness 

Review filter performance, 
report issues & refine 
mitigation 

4.3.2 
Emergency 
Shutdowns 

Create automated & 
manual shutdown 
infrastructure linked to 
monitoring 

Define graduated 
response protocols & 
investigation 
procedures 

Test shutdown protocols, 
train staff & log incidents 

4.4  
Human 
Oversight  

4.4.1 
Checkpoint 
System 

Develop configurable 
checkpoint mechanisms, 
linked to logging & 
emergency shutdown 

Place checkpoints 
strategically & establish 
review protocols 

Ensure their staff have the 
requisite AI literacy to 
make informed & less 
biased decisions  

4.4.2 
Permission 
Management 

Build permission control 
infrastructure, develop 
documentation of 
permissions  

Configure granular 
permissions for specific 
operational needs & 
risks 

Review permission 
configurations based on 
operational experience 

 
Table 5 Allocation of obligations across actors in the agent value chain, assuming the agent (i) is 

built on a GPAISR and (ii) qualifies as a high-risk AI system 
 
In the following sections, we conduct a more in-depth exploration of each 
(sub-)measure, examining specific measures within each category, analysing both 
established practices and emerging proposals from industry and academia. Our review 
emphasises practical implementation considerations and assesses the current 
state-of-the-art for each measure, while identifying critical gaps and areas requiring 
further research. Additionally, we clarify the obligations and distribution of responsibilities 
in implementing these risk management measures for model and system providers, and, 
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where applicable, model deployers, based on an analysis of the EU AI Act and the 
associated Code of Practice. 

4.1 Agent Risk Assessments 
Risk assessments are a vital part of risk management for AI agents as they identify the 
unique systemic risks arising from agents' ability to autonomously interact with external 
systems and execute complex real-world tasks. Risk assessments follow a two-step 
process, which is made up of (i) risk identification and (ii) risk evaluation (Allman, 2024). 
This process is adapted from traditional risk management frameworks, though 
agent-specific considerations significantly shape each step. 

4.1.1 Risk Identification 
The first step is risk identification, which requires determining specific risk scenarios 
through detailed threat modeling (Weidinger et al., 2024; Ojewale et al., 2024). Rather 
than introducing entirely new risk domains, agents can be better understood as novel risk 
mechanisms that create new pathways to harm within existing domains. Thus, instead of 
broad domains like "financial harm" or "privacy violations," evaluators should map 
specific harm pathways, considering the agentʼs unique capabilities and deployment 
context (UK AISI, 2024).  
 
Many of the risks and harms from agents are context-dependent, shaped by their 
deployment environment and the affordances they are granted. For instance, an agent 
with access to banking systems might lead to scenarios where multiple high-value 
transactions can be executed without human oversight, opening a new pathway to harm 
within this risk domain. Consequently, risk identification for agents must consider the 
agent's granted permissions (like administrative rights or API access), potential 
interaction points with critical systems, and possible cascading effects. Effective risk 
identification therefore requires comprehensive system mapping that examines the 
specific steps in task execution, required permissions and tool access, potential feedback 
loops, and system intersections.  
 
Safety engineering approaches, particularly human factor methods, provide useful 
frameworks for mapping these complex system interactions as they are designed to 
capture the complexity arising from multiple moving parts and system dependencies 
Carson, forthcoming). 
 

GPAISR providers should, at a high level, systematically identify and analyse how their 
models could enable harmful agent behaviours that produce systemic risks when 
integrated into agent systems. 
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● Art. 551a and (b) of the AI Act: Model Evaluation and Systemic Risk 
Assessment 

● Commitment II.3 and II.4 of the Code of Practice: Risk Identification and Analysis 

 

High-risk system providers should use their knowledge of the specific deployment 
contexts of AI agents and the high-level risk assessments provided by model providers 
as a foundation for more detailed, contextualised risk identification and analysis specific 
to their deployment environment. 

● Art. 92a of the AI Act: Risk Management System: Identification and Analysis 
● Recital 65 of the AI Act: Risk Management System: Identification of known and 

reasonably foreseeable risks 

 

High-risk system deployers must use the AI Office-provided questionnaire to conduct 
a fundamental rights impact assessment, ensuring that potential harm pathways for the 
fundamental rights of affected parties are comprehensively mapped. 

● Art. 27 of the AI Act: Fundamental Rights Impact Assessment 
● Art. 261 of the AI Act: Technical and organisational measures 

4.1.2 Risk Evaluation 
The second step is risk evaluation, which involves translating identified risk scenarios into 
measurable assessment criteria. However, this remains particularly challenging for AI 
agents due to agentsʼ complexity and context-dependent behaviour.  
 
Two main approaches have emerged for agent evaluation. The first focuses on capability 
assessment through automated benchmarks like AgentBench (Liu et al., 2023), 
AgentHarm (Andriushchenko et al., 2024b), and MLE-bench (J. S. Chan et al., 2024), 
which are then used to prioritise specific scenarios and act as the first step of 
red-teaming. The second approach is scenario-specific testing, including 
domain-specific red-teaming using agent scaffolding and testing response to harmful 
prompts and jailbreak resilience (Andriushchenko et al., 2024a).  
 

GPAISR providers should use standardised state-of-the-art benchmarks to evaluate 
potential sources of systemic risks based on results from prior risk identification. 

● Art. 551a and (b) of the AI Act:  Model evaluation and Risk assessment 
● Commitment II.5 of the Code of Practice: Systemic  Risk Acceptance 

Determination 
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High-risk system providers should extend general capability assessments with 
use-case specific evaluations that reflect their particular operational environment. They 
should develop custom test scenarios that account for their specific API and tool access 
integrations and operational constraints.  

● Art. 92b of the AI Act: Risk Management System: Estimation and Evaluation 

 

High-risk system deployers should use basic risk evaluation frameworks like checklists 
and risk matrices to inform go/no-go decisions in addition to conducting a fundamental 
rights impact assessment based on the AI Office-provided questionnaire. They should 
use these to evaluate risks in their specific operational context, complementing the 
broader systemic risk assessments conducted by model and system providers. 

● Art. 27 of the AI Act: Fundamental Rights Impact Assessment 
● Art. 261 of the AI Act: Technical and organisational measures 

4.1.3 Challenges and Future Directions 
While organisations like METR are pioneering comprehensive threat-modelling processes, 
and AI Safety Institutes AISIs are attempting to collaborate on standardisation of 
evaluations and benchmarking, the evaluation ecosystem remains nascent (International 
Network of AI Safety Institutes, 2024). Key challenges include the limited availability of 
agent-specific test suites, the need for standardised benchmarks and risk models, the 
leakage of benchmark test data, and the complexity of evaluating system-level 
interactions (Xu et al., 2024). Moreover, agent evaluations are technically demanding, 
posing a significant challenge for system providers, who generally have less technical 
expertise and resources than model providers. 

4.2 Transparency Tools 
Due to information asymmetry between humans and agents (Kolt, 2025), transparency is 
a foundational principle for governing AI agents, encompassing four complementary 
pillars: (i) agent identifiers, (ii) real-time monitoring, (iii) activity logs (A. Chan et al., 2024), 
and (iv) Acceptable Use Policies AUPs. Besides enabling real-time mitigations, these 
measures facilitate post-incident forensics, aimed at allocating responsibility, 
reconstructing events, and informing interventions to prevent future incidents. 

4.2.1 Agent Identifiers 
Agent identifiers serve as a means to trace agents in their interactions with service 
providers, external systems, or other stakeholders, attributing actions and properties to 
specific agents and their users. They also help users recognise when they are engaging 
with an agent, ensuring transparency in interactions. Depending on the output 
modality—such as images, text, audio, or API requests—these unique identifiers could 
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contain metadata embedded in the form of watermarks or headers, for instance  (A. Chan 
et al., 2024). Since these could be removed or altered with varying degrees of difficulty, 
cryptographical attestation might have to be used to enhance the security and 
trustworthiness of these identifiers (A. Chan et al., 2024). Identifiers (and their 
infrastructure) can potentially be strengthened by leveraging existing authentication 
systems like OpenID or using GPAI providers as agent ID certifiers (A. Chan et al., 2025).  
 
Agent cards, an extension of the established model card concept (Hugging Face, n.d.; 
Mitchell et al., 2019), serve as a standardised identification framework for operationalising 
agent identifiers through standardised documentation. Like model cards, they promote 
transparency and responsible use by detailing the agentʼs purpose, performance, 
limitations, and ethical considerations. Additionally, agent cards capture essential 
information specific to agents, including training methods and data sources, security level 
classifications, external tool access permissions, intended sectors and use cases, and 
developer and deployer identities (A. Chan et al., 2024).  
 

GPAISR providers should develop and integrate comprehensive agent identification 
infrastructure into their models that enable simple downstream implementation of 
persistent traceability across different output modalities, enabling post-deployment 
monitoring. Model providers should also support the implementation of agent cards by 
developing standard templates for system providers to complete. These templates 
should capture essential information about the agent, including training methods, 
security level, external tool access, and developer or provider identity. 

● Measure II.4.14 of the Code of Practice: Post-market monitoring 
● Measure II.6.17 of the Code of Practice: Agentic infrastructure 
● Commitment I.1, II.16 of the Code of Practice: Documentation, Public 

transparency 
● Art. 531 of the AI Act: Technical documentation 

 

High-risk system providers should implement and maintain the identification systems 
provided by model providers, ensuring proper configuration for their specific 
deployment context and modality. System providers should maintain detailed agent 
cards that document deployment-specific details of the system, including operational 
boundaries, permitted tools, and responsible parties, and make this available to system 
deployers. 

● Art. 131 of the AI Act: Transparency and provision of information to deployers 
● Art. 50 of the AI Act: Transparency obligations for system providers and 

deployers 
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High-risk system deployers should verify that agent identification systems are properly 
implemented and maintained throughout their operational use. This includes ensuring 
that identifiers are used to clearly notify users when they are interacting with an agent, 
promoting transparency. Deployers should also regularly check that identifiers remain 
intact and accessible during the system's operation, ensure the accuracy and 
completeness of identifier information in the deployed environment, and maintain 
records of agent identifiers for all deployed AI systems under their responsibility.  

● Art. 261 of the AI Act: Technical and organisational measures 
● Art. 50 of the AI Act: Transparency obligations for system providers and 

deployers 

4.2.2 Real-Time Monitoring 
Real-time monitoring enables providers and tool developers to gain live insights into 
agentic activities by delivering automated alerts when abnormal or unauthorised actions 
are detected. Analogous to processes in modern Anti-Money Laundering AML systems, 
this could involve defining specific indicators around agent activity, which upon 
exceeding a predetermined threshold, would trigger an alert. In AML, indicators such as 
quantity and speed of transaction activity are tracked and flagged (FATF, 2020).  
 
Similarly, agent-focused monitoring systems, built on agent infrastructure (A. Chan et al., 
2025) and tailored to each agentʼs use case, could monitor several key variables that can 
act as indicators of risk. These variables might include (i) the number of agents involved 
in the operation, (ii) the scale of compute resources being used, (iii) the duration for 
which the agent operates autonomously without any human intervention, (iv) any 
economic transactions the agent initiates, (v) any potentially concerning interactions 
agents have with other agents, people, or businesses, and (vi) the usage of sensitive 
information (like logins or biometric data). 
 
The risk thresholds for these variables are not fixed; they can be flexible and continuously 
updated. By employing existing tuning and optimisation methods, similar to those used in 
AML (Dettmer, 2024), the risk thresholds can be adjusted over time. This ensures the 
monitoring system remains responsive to changing conditions and can more accurately 
detect anomalies or potential risks as the system evolves. Once these thresholds are hit, 
developers are able to intervene, review, and potentially alert regulators, allowing for early 
detection and intervention when risks materialise. Additionally, monitoring could also 
incorporate information from multiple agents to capture multi-agent risks such as 
collusion. These approaches are still quite nascent, and still need to be validated, though 
labs such as Anthropic 2024a have made a first advance on real-time (and 
asynchronous) monitoring. In addition, these monitoring capabilities should be further 
linked to reporting obligations (both internal and external). 
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GPAISR providers should develop real-time post-deployment monitoring capabilities for 
their models when used in agentic applications, whether through APIs or other means, 
that can detect abnormal or unauthorised agent activities. Model providers should 
develop flexible threshold mechanisms that system providers can tune to different 
operational contexts and risk profiles. 

● Measure II.4.14 of the Code of Practice: Post-market monitoring 
● Measure II.6.17 of the Code of Practice: Agentic infrastructure 
● Measure II.6.12 of the Code of Practice: Safety mitigations: Input and output 

monitoring 

 

High-risk system providers should implement and configure the post-market 
monitoring capabilities provided by model providers, establishing appropriate 
thresholds based on their specific operational requirements and risk assessment. They 
should integrate these monitoring systems with their broader security infrastructure and 
establish clear response protocols when thresholds are exceeded. System providers 
should contribute to monitoring system improvement by providing feedback on alert 
accuracy and effectiveness within their specific deployment context. 

● Art. 72 and Recital 155 of the AI Act: Post-market monitoring 

 

High-risk system deployers should use the configured monitoring capabilities and 
follow the usage instructions provided by system providers to oversee the agent, notify 
system and model providers of any detected systemic risks, and suspend its use if 
necessary. 

● Art. 265 of the AI Act: Operation-monitoring 

4.2.3 Activity Logs 
Activity logs are a key tool for capturing agents' decision-making processes and their 
interactions with the external world. These logs document agent inputs, outputs, 
scaffolding used (i.e., API calls made) and their timestamps, and possibly internal 
reasoning chains, akin to explainability tools (Wei et al, 2023). The amount of detail can 
be proportional to the operational environment and the risk levels identified during risk 
modelling. By preserving a detailed record of activities, providers or developers can 
perform post-incident analyses, tracing harmful outcomes back to their root causes, and 
improving AI agents to prevent future harms. These logs are also vital when distributing 
liability among actors along the value chain when incidents cause harm.  
 

GPAISR providers should leverage agent identification infrastructure built for 
post-market monitoring to develop and maintain detailed logging systems that capture 
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agent activity for retrospective inspection that document all model inputs, outputs, API 
calls, and reasoning chains with appropriate timestamps. Providers should ensure 
logging mechanisms maintain appropriate privacy protections while supporting 
effective post-incident analysis. 

● Measure II.4.14 of the Code of Practice: Post-market monitoring 
● Measure II.6.17 of the Code of Practice: Agentic infrastructure 

 

High-risk system providers should implement the logging functionality provided by 
model providers and extend it to capture activity details most relevant to specific 
deployment risks. They should establish appropriate data retention policies aligned with 
their operational requirements and regulatory obligations.  

● Art. 72 and Recital 155 of the AI Act: Post-market monitoring 
● Art. 19 of the AI Act: Automatically generated logs 
● Art. 123 of the AI Act: Record-keeping 

 

High-risk system deployers should retain the automatically generated logs for a period 
appropriate to the intended purpose of the agent, of at least six months, unless legal 
requirements on personal data protection apply. 

● Art. 266 of the AI Act:  Log-keeping 

4.2.4 Acceptable Use Policies 

Acceptable Use Policies AUPs are documents or agreements that clearly and explicitly 
outline permitted and prohibited uses of certain technologies (Doherty et al., 2010). AUPs 
establish explicit boundaries around how GPAI models may be integrated into agent 
systems, specifying permissible capabilities, external tool access, and operational 
constraints.  

For AI agents, these policies are particularly important as they help mitigate systemic risks 
arising from capabilities and affordances such as autonomous operation and API access 
by defining key safety parameters such as maximum duration of unsupervised operation, 
required oversight measures, and conditions requiring human intervention. Well-designed 
AUPs create accountability across the value chain while providing clear guidance for 
downstream implementation. As discussed in Section 3, AUPs, along with appropriate 
additional measures, may be used by GPAI model providers to exclude high-risk uses 
from the intended purposes. 

GPAISR providers must clearly articulate in their AUPs how their models may be used in 
agent systems. These policies should explicitly state whether the provider intends their 
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model to be used in agent applications and establish broad yet clear boundaries 
between permitted and prohibited agent deployments. GPAI providers should also 
outline the technical and operational support they will provide to downstream providers 
implementing these controls. 

● Annex XII 1(b) of the EU AI Act: Technical documentation: Acceptable Use 
Policies 

● Commitment I.1 of the Code of Practice: Model Documentation Form: Acceptable 
Use Policies 

 

High-risk system providers must thoroughly review and adhere to the AUPs 
established by model providers, ensuring their agent implementation complies with all 
specified constraints. They should also develop supplementary policies or voluntary 
model terms that address use-case specific considerations not covered in the general 
AUP provided by the model provider.  

● Art. 25 of the AI Act: Responsibilities along the AI value chain: Voluntary model 
terms 

 

High-risk system deployers should adhere to both the AUPs established by the model 
provider and the supplementary AUP policies on use-case specific considerations 
made by the system providers. 

● Art. 261 of the EU AI Act: Instructions for use 

4.2.5 Challenges and Future Directions 
While transparency tools provide essential visibility into agent behavior, a key tension 
exists between visibility and privacy rights. As agents increasingly substitute for humans 
across various activities, information about their operations could effectively become 
surveillance data of personal activities (Goodwin, 2018). This creates a fundamental 
conflict: GPAI model providers are responding with privacy assurances, including APIs 
with no logging capabilities and guarantees against data retention (Hoder et al., 2024), 
which aligns with data protection frameworks like GDPR that regulate the collection of 
personal data (Finck and Pallas, 2020). This privacy-visibility trade-off creates blind spots 
that can prevent stakeholders from fully understanding or controlling agent decisions, 
particularly in high-risk environments. The resulting dilemma requires balancing 
transparency needs with privacy protection to avoid undue surveillance while maintaining 
adequate oversight.  
 
Potential solutions include data trusts (Delacroix and Lawrence, 2019) and differentiated 
access controls that vary in granularity and quantity of information shared. For instance, 
regulators might receive detailed logs for high-risk activities, while other stakeholders 
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may only be granted access to aggregated statistics (Bluemke et al., 2023). This 
challenge ties into broader questions of responsibility along the AI value chain, where 
different stakeholders, such as model or system providers or deployers, have varying 
rights to access information.  
 
Under frameworks like the GDPR (European Parliament and Council, 2016), it may be 
difficult to justify granting model providers access to detailed data collected at the system 
deployer level, particularly if such data includes sensitive user interactions. 
 
Technical challenges also persist, such as agents potentially circumventing monitoring by 
mimicking human behavior in their tool interactions. While CAPTCHA-like systems and 
identity verification protocols offer partial solutions (Egan and Heim, 2023), these 
measures must evolve alongside advancing agent capabilities. Future research should 
explore measures that enable human verification without compromising privacy, 
particularly for high-risk domains where strong identity assurance is crucial. 

4.3 Technical Deployment Controls 

4.3.1 Real-Time Action Refusals 
Real-time action refusals build upon established content filtering approaches used in GPAI 
models. While these filters are typically implemented in the underlying models, their 
effectiveness requires special consideration of agent-specific risk dynamics. 
 
Current best practices suggest implementing a risk severity framework that categorises 
different types of outputs and assigns appropriate filtering policies (Farley et al., 2024). 
Due to agents' ability to make multiple sequential decisions and interact with external 
systems, action refusals must account for both individual outputs and their cumulative 
effects. This requires implementing multi-level filtering that considers not only immediate 
content risks (such as harmful or unlawful content) but also potentially problematic 
patterns of behaviour that emerge over multiple interactions (Feng et al., 2017; Ji et al., 
2024). Regular testing and updates are essential to maintain filter effectiveness while 
adapting to new patterns of agent behaviour, including systematic monitoring of user 
complaints and red-team testing to identify potential weaknesses (Shah, 2024). 
 

GPAISR providers should enhance their existing real-time action refusal systems to 
address the unique challenges posed by agentic applications. Providers should develop 
multi-level filtering capabilities that can assess both individual outputs and their 
cumulative effects, addressing the unique risks posed by agents' ability to make 
multiple interconnected decisions. 

● Commitment II.6.12 of the Code of Practice: Safety mitigations: Output filtering 
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● Measure II.6.17 of the Code of Practice: Agentic infrastructure 

 

High-risk system providers should implement and configure the general filtering 
capabilities provided by model providers, supplementing them with domain-specific 
filters that address risks unique to their particular deployment environment. Providers 
should establish monitoring protocols to evaluate filter effectiveness and contribute to 
ongoing improvement through systematic feedback on false positives and missed 
harmful content. 

● Art. 95 of the AI Act: Risk management measures 

 

High-risk system deployers should review and provide feedback on filter performance 
in operational contexts, ensuring filters adequately mitigate risks specific to their 
deployment environment. They should monitor for false positives that impact legitimate 
use and document instances where filtering fails to capture potentially harmful outputs, 
contributing to the continuous improvement of filtering systems. 

● Art. 261 & 5 of the EU AI Act: Technical and organisational measures, 
Operation-monitoring 

4.3.2 Emergency Shutdowns 
Building upon the real-time monitoring infrastructure described before, automated 
shutdown mechanisms serve as a critical last-resort control measure for AI agents. When 
monitoring alerts indicate potentially dangerous behavior such as unusual API call 
patterns, excessive resource usage, or suspicious interactions with other agents or 
actors, these mechanisms can automatically pause or terminate the agent's operations 
(Hadfield-Menell et al., 2017). In addition to automated shutdowns, manual shutdown 
options should also be made available, allowing authorised personnel to halt operations 
independently of automated systems. These are crucial for detecting risks missed by 
automation or when monitoring fails. Shutdown controls should be accessible and 
separate from the agent's main system. 
 
The shutdown process, drawing on established practices in industrial safety systems, 
must ensure swift yet controlled termination that prevents cascading failures in connected 
systems (Tajuddin, 2024). This includes immediately suspending external API access, 
safely terminating ongoing processes, and securely preserving system state for 
post-incident analysis. They should also include a limited functionality fallback mode to 
keep critical functions operating. As the AML systems mentioned before, shutdown 
thresholds can be dynamically adjusted based on operational experience and risk levels. 
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GPAISR providers should develop automated emergency shutdown capabilities and 
infrastructure that integrate with their real-time (post-deployment) monitoring systems, 
made available to other (downstream) actors. If such a shutdown is triggered, this must 
be reported immediately to the AI Office and other affected or relevant stakeholders. 

● Measure II.6.17 of the Code of Practice: Agentic infrastructure 

 

High-risk system providers should include functionality for system deployers to be 
able to intervene or interrupt system operations. System providers should thus 
implement the emergency shutdown capabilities provided by model providers, 
integrating them with their broader system architecture and operational procedures. 
They should establish graduated response protocols based on alert severity, with clear 
criteria for triggering partial or complete shutdowns. They should develop 
comprehensive post-shutdown investigation procedures to identify root causes and 
implement appropriate remediation before system reactivation. 

● Art. 144d of the AI Act: Human oversight 

 

High-risk system deployers should test operational protocols in response to 
emergency shutdown alerts, train staff on appropriate intervention measures, and 
maintain records of shutdown incidents for regulatory compliance and system 
improvement. 

● Art. 262 & 5 of the EU AI Act: Human oversight, Suspension of use 
● Art. 4 of the AI Act: AI literacy 

4.3.3 Challenges and Future Directions 
Regarding real-time action refusals, the multi-layered nature of AI agents introduces 
distinct filtering challenges. As agents currently rely on chain-of-thought processes (Wei 
et al., 2023) with multiple LLM calls, and use model output as input to external tools, like a 
web browser, filtering mechanisms must evolve beyond evaluating individual final outputs 
to consider how seemingly benign instructions might combine or interact to produce 
harmful outcomes (Feng et al., 2017; Shah, 2024). This requires sophisticated and insofar 
undeveloped approaches capable of anticipating how model outputs might manifest 
differently when interpreted and executed within the broader system context. 
 
Maximising control effectiveness for emergency shutdowns can have an undesirable 
effect on operational continuity. Overly sensitive filters or shutdown mechanisms might 
disrupt legitimate agent operations and cause serious financial and logistical issues, while 
overly permissive ones could fail to prevent harmful outcomes.Technical integration 
challenges also persist, particularly in ensuring reliable operation of shutdown 
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mechanisms across diverse deployment environments, which can be hard to foresee and 
implement at the model level. 
 
Future research directions could also focus on investigating more nuanced shutdown 
procedures that can selectively restrict agent capabilities rather than requiring complete 
termination, and fail-safe mechanisms which ensure agent shutdowns cause minimal 
damage. This includes agent infrastructure for rollback mechanisms for incident 
response, both during normal operations, as well as specifically post-emergency 
shutdown 

4.4 Human Oversight 
Human-centric design should be used as a core design principle, tightly integrating 
controls into AI agents. This aligns conceptually with the human oversight provisions 
outlined in Art. 14 of the AI Act, which emphasises the need for meaningful human control 
in high-risk AI systems to ensure their safe operation and mitigate risks. 
 
One major control design choice is human-in-the-loop HITL, which is an established 
practice in the field of autonomous vehicles and is governed by the industry-standard 
SAE Levels of Driving Automation (SAE International, 2021), made in partnership with the 
International Organization for Standardization ISO. SAE Levels of Driving Automation 
establish safety standards that vehicles should meet before being able to integrate 
varying degrees of automation. For instance, under normal situations and certain levels of 
driving automation, advanced driver assistance systems ADAS are permitted to take 
certain actions such as acceleration, braking, and steering, but drivers are expected to be 
on standby and take control if necessary.  
 
While automation bias remains a concern in HITL systems (Goddard et al., 2012), they 
help maintain clear lines of accountability and can effectively prevent accidental harms by 
ensuring human judgment remains part of the decision-making process, facilitating 
compliance with possible future liability laws (Smakman et al., 2024). 

4.4.1 Checkpoint System 
The implementation of HITL controls involves setting  specific checkpoints in the agent's 
workflow where human authorisation is required. These checkpoints can be triggered by 
various conditions, perhaps based on the transparency indicators of real-time monitoring 
previously outlined, including quantitative thresholds such as duration of unsupervised 
activity or number of API calls, as well as qualitative risk indicators like attempts to access 
high-risk APIs or requests for permissions outside the agent's predefined scope. These 
checkpoints serve as friction points in the agent's operation, automatically pausing 
further actions until human review is completed, mirroring established practices in 
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banking and financial security where suspicious account activity triggers automatic 
suspensions pending review. 
 

GPAISR providers should build foundational checkpoint infrastructure into their APIs, 
enabling automated pauses based on key risk indicators like rapid API calls, access 
attempts to sensitive resources, or suspicious outputs. This infrastructure should 
include default configurations, logging capabilities, and emergency shutdown options. 

● Measure II.6.17 of the Code of Practice: Agentic infrastructure 

 

High-risk system providers should then customise this infrastructure for their specific 
use case by setting appropriate thresholds, defining clear human oversight protocols 
(including who can review or approve actions), and adding domain-specific 
checkpoints. 

● Art. 14 of the AI Act: Human oversight 

 

High-risk system deployers should ensure their staff have the requisite AI literacy, 
comprising elements such as technical knowledge, experience, and training to make 
informed and less biased decisions when reviewing actions at agentic checkpoints. 

● Art. 4 of the AI Act: AI literacy 

4.4.2 Permission Management 
The design of agent permission systems can draw valuable lessons from mobile 
operating system security models. Modern smartphone platforms have evolved 
sophisticated permission frameworks that balance functionality with security, as 
exemplified by Android's shift to the ask-on-first-use AOFU model in 2015, which 
requires explicit user consent before applications can access sensitive resources 
(Lavranou et al., 2023). Applied to AI agents, this approach includes three key measures: 
(i) implementing explicit declaration of required permissions in the agent's configuration, 
(ii) dynamic permission requests at runtime for sensitive operations, and (iii) granular 
control over access to different APIs and system resources, all supported by clear 
documentation of permission implications and risks. 
 
Leveraging agent identification infrastructure, providers can implement unique delegation 
credentials that explicitly define an agent's permitted actions and operational boundaries, 
specifying its identity, delegating user, and precise access limitations (South et al., 2025). 
This approach ensures precise control over agent capabilities while providing flexibility 
for legitimate operations. Additionally, dynamic permission control with real-time 
verification, such as cross-agent credential validation and periodic token rotation, can 
further mitigate security risks (South et al., 2025). 
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GPAISR providers should develop permission management systems for agent 
applications that enable granular control over agent capabilities and resource access. 
Providers should develop clear documentation regarding types of permissions and their 
relevant risks to support informed downstream deployment decisions. 

● Recital 101 and Annex XII1d of the AI Act: Transparency 
● Measure II.6.17 of the Code of Practice: Agentic infrastructure 
● Commitment I.1 of the Code of Practice: Documentation 

 

High-risk system providers should implement the permission management systems 
provided by model providers, configuring them to align with their specific operational 
requirements and risk profile. 

● Art. 14 of the AI Act: Human oversight 

 

High-risk system deployers should review and provide feedback on permission 
configurations based on operational experience. 

● Art. 265 of the EU AI Act: Operation-monitoring 
● Art. 271e Fundamental rights impact assessment: Human oversight 

implementation 

4.4.3 Challenges and Future Directions 
A key challenge in implementing effective human oversight lies in identifying meaningful 
risk indicators and their relationship to potential harms. While established monitoring 
frameworks provide useful starting points, agents present unprecedented complexity in 
mapping activities to risks. The challenge extends beyond tracking individual permissions 
or actions to understanding how different agent activities might combine or cascade to 
create risk scenarios that are difficult to predict from monitoring single indicators alone. 
This requires developing a sophisticated understanding of which permissions and 
activities genuinely proliferate risk, rather than simply tracking conventional metrics that 
may not capture the unique ways agents can generate or amplify potential harms 
(Lavranou et al., 2023). 
 
Regarding the checkpoint system, too many checkpoints can create significant 
bottlenecks in automated processes, potentially undermining the efficiency gains that 
agents promise. Conversely, too few might miss critical intervention points. This could 
include adaptive systems that adjust oversight requirements based on operational context 
and historical performance. 
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Human factors present additional challenges. Alert fatigue, a well-documented 
phenomenon in fields from healthcare to autonomous vehicle systems, can lead to 
perfunctory reviews and rubber-stamping of decisions (Cash, 2009; Goddard et al., 
2012). This automation bias risk is particularly concerning in high-stakes domains where 
careful human judgment serves as a critical safety barrier. 
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5. Conclusion 
AI agents have become integral to the strategic roadmaps of major model providers and 
downstream startups alike. Although current agents fail to reliably complete tasks across 
most domains, they have demonstrated strong capabilities in specialised areas like 
software engineering. If they live up to their promise, AI agents could have substantial 
economic impact, yet would also amplify AI risks, primarily through their capacity to 
engage in autonomous, long-term planning and directly influence real and virtual 
environments. 
 
The EU AI Act was not explicitly designed with autonomous AI agents in mind. 
Nevertheless, its approach of regulating AI along the value chain, allocating 
responsibilities to model providers, system providers, and system deployers, appears 
promising for governing AI agents. Because most agents integrate a GPAISR, Ch. V 
obligations Articles 5355 apply, requiring providers to assess and mitigate the systemic 
risks arising from their modelsʼ use in AI agents. Specific AI agents represent an AI 
system under the EU AI Act. Additionally, we may also consider them a GPAI system if 
they use a GPAI model and can serve a variety of purposes. An agent is a high-risk 
system if it is used as a safety component or in a high-risk area per Annex III, resulting in 
the applicability of Ch. III to providers and deployers. 
 
The AI Act governs agents through four primary pillars: risk assessment, transparency 
tools, technical deployment controls, and human oversight. We derive these 
complementary pillars by conducting an integrative review of the AI governance literature 
and mapping the results onto the EU AI Act. These measures must cascade through the 
entire value chain, with each actor playing distinct yet complementary roles suited to their 
positional expertise, resources and information. In general, model providers must build 
the fundamental infrastructure, system providers must adapt these tools to their specific 
context, and deployers must adhere to and apply these rules during operation. 
 
However, several critical challenges persist across three main areas. First, further 
technical work is urgently needed to ensure the effectiveness of these mitigations: for 
instance, the agent evaluation ecosystem remains nascent, cross-sector shutdown 
mechanisms are technically complex, monitoring systems raise significant privacy 
implications, and human oversight remains vulnerable to automation bias. Second, 
potential gaps in the technical standards for Ch. III  require revision, as current standards, 
such as human oversight requirements associated with Art. 14, are being developed for 
less autonomous AI systems and may fail to address the novel challenges posed by AI 
agents. Third, legal uncertainty regarding the applicability of the AI Act continues to 
present obstacles, particularly concerning the risk classification of GPAI systems and 
what it means to deliberately exclude high-risk uses. It also appears necessary to review 
and potentially amend high-risk uses under Annex III in light of AI agents.  
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7. Appendix 

7.1 Analysing the GAIA Benchmark 
GAIA is one of several benchmarks to evaluate the performance of agents (i.e. General AI 
Assistants), composed of 466 real-world questions which require real-world questions 
that require a set of fundamental abilities such as reasoning, multi-modality handling, web 
browsing, and general tool-use proficiency (Mialon et al., 2024). Importantly, the GAIA 
leaderboard is public and invites developers of AI agents to test their systems and share 
the result. Currently, the leaderboard contains information on the performance of 43 
agents. We excluded 6 agents since they represented different versions of the same 
agent which were released within a 1 month timeframe, solely keeping the latest version, 
as such redundancies undermine the assessment of trends in agent performance over 
time.  

7.2 Applicability of the EU AI Act: Agents as Modified GPAI Models 
Building an agent may constitute a modification of the GPAI model necessitating limited 
applicability of Ch. V obligations to the downstream provider. Recital 109 states that 
(underlining added): [...] In the case of a modification or fine-tuning of a model, the 
obligations for providers of general-purpose AI models should be limited to that 
modification or fine-tuning, for example by complementing the already existing technical 
documentation with information on the modifications, including new training data sources, 
as a means to comply with the value chain obligations provided in this Regulation.ˮ  
Analogous to Art. 323 a transfer of obligations appears appropriate when the 
modification is “substantial .ˮ Whereas the Act itself does not present any guidance in this 
regard, the recently issued consultation by the AI Office articulates an understanding of 
GPAI model modification that is limited to fine-tuning, suggesting that it requires the 
downstream provider to spend 3 10^23 FLOP on fine-tuning (European Commission, 
2025). By contrast, a more expansive interpretation could assume that common agent 
scaffoldings, such as retrieval-augmented generation RAG, or frameworks to organise 
API calls, may constitute substantial modifications to the model. When accepting such an 
interpretation, this would warrant the applicability of obligations under Ch. V to those 
specific modifications, in scenarios where the agent is developed by downstream 
providers. 
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