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A number of EU laws require some form of reporting in the event 
of a data breach or other cybersecurity incident. Such notification 
requirements differ depending on many variables, such as the 
entity in question and the type of incident at hand. Hence, many 
organizations are faced with the challenge of navigating a complex 
legal environment to identify whether a certain law applies in their 
case, what reporting obligations it entails, and whether, and how,  
they may overlap with obligations under other EU digital legislation.

This chart is meant as a guide to provide an overview of digital 
incident notification and information sharing requirements across 
several EU digital laws, namely the General Data Protection Regulation, 
the Law Enforcement Directive, the e-Privacy Directive, the Data 
Governance Act, the Data Act, the Network and Information Security 
Directive 2, the Digital Operational Resilience Act, the Payment 
Services Directive 2, the Cyber Resilience Act and the Artificial 
Intelligence Act. The first iteration of this chart does not capture all  
EU laws with similar requirements; rather, it focuses on laws that 
either have broad material scope or have sectoral significance.

Laws included in the chart apply to a range of events i.a. personal 
data breaches, cybersecurity incidents, threats and vulnerabilities, 
and serious AI system incidents. Under a given law, the chart names 

the entity subject to the incident notification requirements. It lists the 
types of incidents covered in that legislation and links them to the 
reporting entity. It identifies the entity that should be the recipient 
of the notification, be it a user, a national competent authority, or 
another body. It clarifies whether the reporting is mandatory or 
voluntary and the notification timeline. Finally, the chart identifies 
what triggers the notification in the first place.

Some of the laws covered in this resource also require or recommend 
that the entity receiving the notification communicate certain 
information related to the notification to other entities. Such 
requirements are covered in the “further and related information 
sharing” sections.

With respect to the Digital Operational Resilience Act, the chart also 
includes the notification timelines in the draft Regulatory Technical 
Standard which is subject to change. Practitioners are invited to 
consult the text of the relevant legislation, secondary legislation, 
and guidelines or other instruments as provided by the European 
institutions, courts, competent authorities or other bodies for further 
clarification, as well as industry best practices and sectoral law 
requirements where relevant.  

INTRODUCTION

ADDITIONAL RESOURCES: 

European Strategy for Data – Overview of New Regulations

KEY:
Obligatory notification/communication
Voluntary notification/communication

http://iapp.org
https://iapp.org
https://iapp.org/resources/article/european-strategy-for-data-overview-of-new-regulations/
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GENERAL DATA PROTECTION REGULATION – 2016/679

NOTIFICATION TO NOTIFICATION TIMELINENOTIFICATION FROM

Controller, defined in 
Article 4(7)

Processor, defined in 
Article 4(8)

INCIDENT

Personal data breach, defined 
in Article 4(12)

Personal data breach

Supervisory authority, 
defined in Article 4(21)

Article 33(1)

Data subject, defined in 
Article 4(1)

Articles 34(1) and 34(4)

Controller

Article 33(2)

Not specified in the law

Without undue delay, when feasible 
within 72 hours

Article 33(1)

Without undue delay

Article 34(1)

Without undue delay

Article 33(2)

NOTIFICATION TRIGGER 

If the personal data breach is likely to result in a high risk 
to individuals*

*	Such notification is not required if: 
•	 The controller applied appropriate technical and organizational 

protection measures to affected personal data, such as measures 
making the data unintelligible to unauthorized parties; or

•	 The controller took subsequent measures which ensure that the 
high risk is no longer likely to materialize; or

•	 It would involve disproportionate effort, in which case an equally 
effective method of informing the data subjects must be used, 
such as a public communication.

If required by the supervisory authority

Article 34(4)

Upon becoming aware of the personal data breach

Article 33(2)

Articles 34(1) and 34(3)

Upon becoming aware of the personal data breach*

*	Such notification is not required if the personal data breach is 
unlikely to result in a risk to individuals

Article 33(1)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
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LAW ENFORCEMENT DIRECTIVE – 2016/680

NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Law enforcement agencies, 
referred to as "competent 

authorities," in their capacity 
as controllers, defined in 

Articles 3(7) and 3(8) 

Processor, defined in 
Article 3(9)

Personal data breach, defined 
in Article 3(11)

Personal data breach

Supervisory authority, 
defined in Article 3(15)

Article 30(1)

Data subject, defined in 
Article 3(1)

Articles 31(1) and 31(4)

Controller

Article 30(2)

Not specified in the law

Without undue delay, where 
feasible within 72 hours

Article 30(1)

Without undue delay

Article 30(2)

If the personal data breach is likely to result in a high 
risk to individuals*

*	Such notification is not required if: 
•	 The controller applied appropriate technical and organizational 

protection measures to affected personal data, such as measures 
making the data unintelligible to unauthorized parties; or

•	 The controller took subsequent measures which ensure the high 
risk is no longer likely to materialize; or

•	 It would involve disproportionate effort, in which case an equally 
effective method of informing the data subjects must be used, 
such as a public communication.

Articles 31(1) and 31(3)

If required by the supervisory authority

Article 31(4)

Upon becoming aware of the personal data breach

Article 30(2)

Upon becoming aware of the personal data breach*

*	Such notification is not required if the personal data breach is 
unlikely to result in a risk to individuals

Article 30(1)

Controller of another 
member state by or to whom 
the personal data breached 

has been transmitted

Article 30(6)

Without undue delay

Article 30(6)

If the personal data breach involves personal data 
that have been transmitted by or to the controller of 

another member state

Article 30(6)

Article 31(1)

Without undue delay*

*	May be delayed, restricted or omitted in 
specific circumstances, per Article 31(5)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016L0680-20160504
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E-PRIVACY DIRECTIVE – 2002/58/EC

NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Provider of publicly 
available electronic 

communications services

Personal data breach, defined 
in Article 2(i)

Particular risk of a breach of 
the security of the network

Competent national 
authority

Article 4(3-5)

Subscriber or individual

Article 4(3-5)

Not specified in the law

Without undue delay

Article 4(3)

Without undue delay

Article 4(3)

A personal data breach

Article 4(3)

If required by the competent national authority

Article 4(3)

Subscribers

Article 4(2)(2)

A particular risk of a breach of the security of the network

Article 4(2)(2)

Not specified in the law

If the personal data breach is likely to adversely affect the 
personal data or privacy of a subscriber or individual*

*	Such notification is not required if the provider has demonstrated 
to the competent authority that it implemented and applied 
appropriate technological protection measures to affected personal 
data, making the data unintelligible to unauthorized parties,            
per Article 4(3)

Article 4(3)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02002L0058-20091219
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DATA GOVERNANCE ACT – 2022/868

NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Recognized data altruism, 
defined in Article 2(16), 

organization
Unauthorized transfer, 
access or use of shared 

nonpersonal data

Unauthorized re-use, defined 
in Article 2(2), of 

nonpersonal data

Data holders, defined in 
Article 2(8)

Articles 12(k) and 21(5)

Legal persons whose rights 
and interests may 

be affected

Article 5(5)

Without delay

Articles 12(k) and 21(5)

Without delay

Article 5(5)

Public sector body

Article 5(5)

Unauthorized re-use of nonpersonal data

Article 5(5)

Data breach resulting in the re-identification of 
the data subject

Article 5(5)

Data intermediation 
services, defined in 

Article 2(11), provider

Re-user of data obtained 
from a public sector body, 

defined in Article 2(17)

Data breach resulting in the 
re-identification of the 

data subject

Articles 12(k) and 21(5)

Unauthorized transfer, access or use of shared 
nonpersonal data

DATA ACT – 2023/2854

NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Third party or data recipient, 
defined in Article 2(14), that 
obtained data generated by 

a connected product

Unauthorized use or 
disclosure of data under 
circumstances defined 

in Article 11(3)

User of a connected product, 
defined in Article 2(12)

Article 11(2)(c)

Without undue delay

Article 11(2)

If requested by the data holder, defined in Article 2(13),
or the trade secret holder, defined in Article 2(19) 

Article 11(2)

Not specified in the law

Article 5(5)

https://eur-lex.europa.eu/eli/reg/2022/868/oj/eng
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023R2854
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NETWORK AND INFORMATION SECURITY DIRECTIVE 2 – 2022/2555
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NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Essential and important 
entities, defined 

in Article 3

Other entities, 
regardless of whether 

they fall within the scope 
of the NIS2 Directive

Significant Incident, defined in 
Articles 6(6), 23(3) and 23(11)

Significant incidents, cyber 
threats and near misses

CSIRT, defined in Article 10, 
or competent authority, 

defined in Article 8*

*	The majority of essential and 
important entities will have to 
notify the authority(ies) of the 
member state(s) where the 
incident occurred or where they 
provide their services, while the 
Digital Infrastructure entities will 
have to notify the authority of 
the member state where they 
have their main establishment, 
per Article 26

Article 23(1)

The public

Article 23(7)

Not specified in the law

According to the guidance from the CSIRT of 
the competent authority

Article 23(5)

Upon becoming aware of 
the significant Incident

Article 23(4)

When appropriate, if these 
services are potentially 

affected by the significant 
cyber threat

Article 23(2)

If required by CSIRT or 
competent authority

Article 23(7)

Law enforcement authorities

Article 23(5)

Without undue delay

Article 23(2)

If the significant incident is 
suspected to be of 

criminal nature

Article 23(5)

Significant cyber threat, defined 
in Articles 6(10) and 6(11)

Incidents, cyber threats and near 
misses, defined in Article 6(5)

Recipients of their services

Article 23(2)

CSIRT or competent authority

Article 30(1)

Not specified in the law

Without undue delay

Article 23(1)

Not specified in the law

When appropriate, if the 
provision of these services is 
likely to be adversely affected 

by the significant incident

Article 23(1)

Recipients of their services

Article 23(1)

Early warning 
without undue 
delay, within 

24 hours

Article 23(4)(a)

Notification 
without undue 
delay, within 
72 hours, or 
24 hours for 

trusted service 
providers

Article 23(4)(b)

Final report 
within one 

month after 
the notification 

submission

Article 23(4)(d)

Final report 
within one 

month of the 
handling of the 

incident

Article 23(4)(e)

Progress 
report within 
one month, if 
the incident is 
ongoing at the 

time of the final 
report

Article 23(4)(e)

Intermediate report, at a request of CSIRT or competent authority, per Article 23(4)(c)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02022L2555-20221227


Navigate to:   General Data Protection Regulation  |  Law Enforcement Directive  |  e-Privacy Directive  |  Data Governance Act  |  Data Act  |  Network and Information Security Directive 2  |  Digital Operational Resilience Act  |  Payment Services Directive 2  |  Cyber Resilience Act  |  Artificial Intelligence Act

iapp.orgIncident Notification and Information Sharing Requirements: EU Digital Laws

NETWORK AND INFORMATION SECURITY DIRECTIVE 2 – 2022/2555 | FURTHER AND RELATED INFORMATION SHARING

N/A
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FROM TO WHAT INFORMATION TIMELINE TRIGGER 

Entities that fall within the 
scope of the NIS2 Directive 
and other relevant entities

Relevant cybersecurity information, e.g. information 
relating to cyber threats, near misses, vulnerabilities, 

techniques and procedures, indicators of compromise 
and adversarial tactics

Article 29(1)

Information about notified significant incidents,
incidents, cyber threats and near misses

Article 23(10)

Not specified in the law
Entities that fall within the 
scope of the NIS2 Directive 
and other relevant entities

Article 29(1)

Not specified in the law
Competent authorities under 

the Critical Entities 
Resilience Directive

Article 23(10)

When such information sharing aims to prevent, detect, 
respond to or recover from incidents or to mitigate their 

impacts or enhances the level of cybersecurity

Article 29(1)

When significant incidents, incidents, cyber threats and near 
misses are notified by entities identified as critical entities 

under the Critical Entities Resilience Directive

Article 23(10)

Relevant information notified by essential and 
important entities

Article 23(1)

In case of a cross-border or cross-sectoral significant incident

Article 23(1)

Notified CSIRT or 
competent authority

Single point of contact, defined 
in Article 8(3)

In due time

Article 23(1)

Notified competent authority

Information about voluntary notifications of incidents, 
significant incidents, cyber threats and near misses

Article 30(2)

Information on the notified significant incident

Article 23(6)

Not specified in the law

Without undue delay

Article 23(6)

When necessary

Article 30(2)

When a significant incident concerns two or more member 
states and when otherwise appropriate

Article 23(6)

Notifications received

Article 23(8)

When it is requested by CSIRT or the competent authority

Article 23(8)

CSIRT and competent 
authorities of other member 

states concerned

Competent authority 

Not specified in the law

The notification of a significant incident received from
an essential or important entity

Article 23(1)

When an essential or important entity notifies the competent 
authority of a significant incident

Article 23(1)

European Union Agency for 
Cybersecurity

Upon receipt of the 
notification

Article 23(1)

About the significant incident

Article 23(7)

That an infringement by an essential or important entity 
of their obligations under the NIS2 Directive can entail a 

personal data breach as defined in the GDPR

Article 35(1)

A summary report, including anonymized and aggregated 
data on significant incidents, incidents, cyber threats

and near misses notified, including voluntarily

Its findings on notifications received

Article 23(9)

After consulting the entity 
concerned

Article 23(7)

Without undue delay

Article 35(1)

Every three months

Article 23(9)

Every six months

Article 23(9)

When public awareness is necessary to prevent a significant 
incident or to deal with an ongoing significant incident, or 

when its disclosure is otherwise in the public interest

Article 23(7)

When an infringement by an essential or important entity 
of their obligations under the NIS2 Directive can entail a 

personal data breach as defined in the GDPR

Article 35(1)

Single point of contact

Articles 23(1) and 30(2)

Other affected member states 
and ENISA

Article 23(6)

Single points of contact of 
other affected member states

Article 23(8)

CSIRT

Article 23(1)

The public

Article 23(7)

Data protection authority of 
own member state

Article 35(1)

ENISA

Article 23(9)

CSIRTs network and the 
Cooperation Group, defined

in Article 14

Article 23(9)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02022L2555-20221227
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DIGITAL OPERATIONAL RESILIENCE ACT – 2022/2554

NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Major information 
communication technology-

related incident, defined 
in Article 3(10)

Potentially affected 
clients

Article 19(3)

The moment the incident 
is classified as major or 
upon becoming aware 

of the incident**

When the incident has an 
impact on the financial 

interests of clients

Article 19(3)

Where applicable

Article 19(3)

CSIRTs under the NIS2 
Directive, if permitted 

by a member state

Article 19(2)

Not specified in the law

Significant cyber threat, 
defined in Article 3(13)

Clients

Article 19(3)

Relevant competent 
authority

Article 19(2)

Not specified in the law

Without undue delay upon becoming aware 
of the incident

Article 19(3)

Competent authorities 
or CSIRTs under the NIS2 
Directive, if required by 

a member state

Article 19(1)

Financial entities, defined
in Article 2*

*	May outsource reporting 
obligations to third-party service 
providers, per Article 19(5)

Relevant competent 
authority, defined 

in Article 46

Article 19(1)

Initial notification 
four hours from 
the moment of 

classification 
of the incident 
as major, but 
no later than 

24 hours from 
becoming aware 
of the incident**

Final report, 
when the root 

cause analysis is 
complete, and 

when the actual 
impact figures 
are available to 

replace estimates, 
per Article 20(4)
(c), or within one 
month from the 

submission of the 
latest updated 
intermediate 

report**

Article 20(4)(c) 

Intermediate 
report, when there 

is a significant 
change of the 
status of the 

original incident 
or a change in the 

handling of the 
incident based on 
new information, 
per Article 19(4)
(b) and within 
72 hours from 
the submission 

of the initial 
notification**

Article 19(4)(b) 

Updated 
notifications, 
every time a 

relevant status 
update is 

available or upon 
a request from 
the competent 

authority

Article 19(4)(b) 

*	* per draft Regulatory Technical Standard, subject to change

If the financial entity deems 
the threat to be of relevance 

to the financial system, 
service users or clients

Article 19(2)

https://eur-lex.europa.eu/eli/reg/2022/2554/oj/eng
https://www.eba.europa.eu/activities/single-rulebook/regulatory-activities/operational-resilience/joint-technical-standards-major-incident-reporting?version=2024#activity-versions
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DIGITAL OPERATIONAL RESILIENCE ACT – 2022/2554 | FURTHER AND RELATED INFORMATION SHARING

FROM TO WHAT INFORMATION TIMELINE TRIGGER 

Relevant competent 
authority Details of the major ICT-related incident

Article 19(6)

Information about significant cyber threats 
notified by financial entities

Article 19(2)

Other relevant 
authorities, based on their 

respective competences

Article 19(6)

Not specified in the law
Other relevant 

authorities, defined in 
Article 19(6)

Article 19(2)

Upon receipt of the initial notification and of each report 
about the major ICT-related incident

Article 19(6)

Not specified in the law

Article 19(2)

On issues relevant to the payment system, in 
connection to the major ICT-related incident

Article 19(7)

If there are issues relevant to the payment system in 
connection to the major ICT-related incident

Article 19(7)

European Central Bank

European Banking 
Authority, European 

Securities and Markets 
Authority or European 

Insurance and 
Occupational Pensions 

Authority

In a timely manner

Article 19(6)

Not specified in the law

As soon as possible 
following the 

assessment that the 
major ICT-related 

incident is relevant for 
competent authorities 

in other member states

Article 19(7)

Upon receipt of information in relation to the major 
ICT-related incident from the competent authority, if it is 

determined that the major ICT-related incident is relevant 
for competent authorities in other member states

Article 19(7)

Members of the European 
System of Central Banks

Article 19(7)

Relevant competent 
authorities in other 

member states

Article 19(7)

Not specified in the law

https://eur-lex.europa.eu/eli/reg/2022/2554/oj/eng


10IAPP disclaims all warranties, expressed or implied, with respect to the contents of this material, including any warranties of accuracy, merchantability, or fitness for a particular purpose. Nothing herein should be construed as legal advice. 

© 2025 IAPP. All rights reserved. Published April 2025.

Navigate to:   General Data Protection Regulation  |  Law Enforcement Directive  |  e-Privacy Directive  |  Data Governance Act  |  Data Act  |  Network and Information Security Directive 2  |  Digital Operational Resilience Act  |  Payment Services Directive 2  |  Cyber Resilience Act  |  Artificial Intelligence Act

iapp.orgIncident Notification and Information Sharing Requirements: EU Digital Laws

PAYMENT SERVICES DIRECTIVE 2 – 2015/2366

NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Payment service providers, 
defined in Article 4(11)

Major operational or 
security incident

Competent authority, 
defined in Article 100, in 
the home member state, 

defined in Article 4(1), of the 
payment service provider

Article 96(1)

Without undue delay

Article 96(1)

Major operational or security incident

Article 96(1)

Payment service users, 
defined in Article 4(10)

Article 96(1)

Without undue delay

Article 96(1)

If the incident has or may have an impact on the financial 
interests of its payment service users

Article 96(1)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02015L2366-20250117
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PAYMENT SERVICES DIRECTIVE 2 – 2015/2366 | FURTHER AND RELATED INFORMATION SHARING

FROM TO WHAT INFORMATION TIMELINE TRIGGER 

Notified competent 
authority in the home 
member state of the 

payment service provider

Not specified in the law

Relevant details of the notified incident

Article 96(2)

Other relevant authorities 
in its member state

Article 96(2)

European Banking 
Authority and European 

Central Bank

Article 96(2)

If notified incident is relevant to other relevant 
authorities in its member state

Article  96(2)

Receipt of the notification of the incident from the 
payment service provider

Article  96(2)

Not specified in the law
If notified incident is relevant to other relevant EU and 

national authorities

Article  96(2)

European Banking 
Authority and European 

Central Bank

European Central Bank

After assessing the relevance 
of the notified incident to 

other relevant authorities in 
its member state

Article 96(2)

Not specified in the law
If there are issues relevant to the payment system in 

connection to the notified incident

Article  96(2)

Other relevant EU and 
national authorities

Article 96(2)

Members of the European 
System of Central Banks

Article 96(2)

Issues relevant to the payment system, 
defined in Article 4(7), in connection to the 

notified incident

Article 96(2)

Not specified in the law

Without undue delay

Article 96(2)
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NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Actively exploited vulnerability, 
defined in Article 3(42), in the product 

with digital elements 

Person or entity manufacturing or 
maintaining the component

Article 13(6)

Not specified in the law

Upon identifying the vulnerability

Article 13(6)

The public

Article 17(2)

If required by the CSIRT 
designated as coordinator of 
the relevant member state

Article 17(2)

Severe incident having an impact on 
the security of the product with digital 

elements, defined in Article 14(5)

Impacted users of the product, or 
all users, when appropriate

Article 14 (8)

Not specified in the law

Upon becoming aware of the 
severe incident

Article 14(3)

CSIRT designated as coordinator 
and ENISA simultaneously

Article 14(3)Manufacturers, defined 
in Article 3(13), of 

products with digital 
elements, defined in 

Article 3(1)*

*	In some cases, 
certain obligations of 
manufacturers may 
apply to other parties, 
including importers and 
distributors, per Articles 
18, 21, 22 and 24

Computer security incident 
response team designated as 
coordinator, defined in Article 

3(51), and ENISA simultaneously

Article 14(1)

Upon becoming aware of the 
actively exploited vulnerability or 

the severe incident

Article 14(8)

Any natural or 
legal person

Importer of products 
with digital elements

Distributor of products 
with digital elements

Vulnerability, defined in Article 3(40), 
in a component, defined in 

Article 3(6), integrated in the 
product with digital elements 

Any vulnerability contained in the 
product with digital elements and 

cyber threats, defined in Article 3(46), 
that could affect the risk profile of 
the product with digital elements 

Any incident having an impact on the 
security of the product  with digital 
elements, defined in Article 3(44), 
and near misses, defined in Article 
3(45), that could have resulted in 

such an incident

Product with digital elements that 
presents a significant cybersecurity 

risk, defined in Article 3(38), in light of 
nontechnical risk factors

Product with digital elements that 
presents a significant cybersecurity risk

Vulnerability in the product with 
digital elements

Manufacturer

Articles 19(5) and 20(4)

Market surveillance authorities

Articles 19(3) and 20(3)

Market surveillance authorities 
of the member states where they 
have made the product available

Articles 19(5) and 20(4)

Manufacturer

Articles 19(3) and 20(3)

Market surveillance authorities

Article 19(3)

CSIRT designated as coordinator 
or ENISA

Articles 15(1) and 15(2)

Not specified in the law

Not specified in the law

Immediately

Articles 19(5) and 20(4)

In a timely manner

Article 14(8)

Without undue delay

Articles 19(5) and 20(4)

When an importer has reason 
to believe that the product may 

present such risk

Article 19(3)

Upon becoming aware of the 
vulnerability

Articles 19(5) and 20(4)

Upon becoming aware of the 
actively exploited vulnerability

Article 14(1)

Not specified in the law

Not specified in the law* 

*	Concerning the importer's obligation

Without undue delay*

*	Concerning the distributor's obligation
Article 20(3)

Article 19(3)

Intermediate report, at a request of the initially notified CSIRT designated 
as coordinator, per Article 14(6)

Early warning without 
undue delay, within 

24 hours of becoming 
aware of it

Article 14(4)(a) 

Notification without 
undue delay, within 

72 hours of becoming 
aware of it, if relevant 

information has not yet 
been provided

Article 14(4)(b)

Final report within 
one month after the 

submission of the 
notification, if relevant 
information has not yet 

been provided

Article 14(4)(c)

Intermediate report, at a request of the initially notified CSIRT designated 
as coordinator, per Article 14(6)

Early warning  without 
undue delay, within 

24 hours of becoming 
aware of it

Article 14(2)(a) 

Notification within 
without undue delay, 
72 hours of becoming 
aware of it, if relevant 

information has not yet 
been provided

Article 14(2)(b)

Final report within 14 
days after a corrective 
or mitigating measure 
is available, if relevant 

information has not yet 
been provided

Article 14(2)(c)
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CYBER RESILIENCE ACT – 2024/2847 | FURTHER AND RELATED INFORMATION SHARING

When 
appropriate, 

in cooperation 
with ENISA

FROM TO WHAT INFORMATION TIMELINE TRIGGER 

Notified CSIRT designated 
as coordinator

Of the notified actively exploited 
vulnerability or severe incident having 

an impact on the security of the product, 
when necessary, also risk mitigation and 

corrective measures that users can deploy

Article 14(8)

Impacted users of the product 
with digital elements, or all 

users when appropriate

Article 14(8)

Manufacturer of the product 
with digital elements

Article 15(4)

If a natural or legal person other than the manufacturer 
notifies an actively exploited vulnerability or a severe 
incident having an impact on the security of a product

Article 15(4)

If the manufacturer fails to inform the users about the 
actively exploited vulnerability or severe incident having an 

impact on the security of the product in a timely manner 
and the CSIRT considers it proportional and necessary to 

inform them for preventive or mitigative purposes

Article 14(8)

After receiving a notification of an actively exploited 
vulnerability or a severe incident having an impact on 

the security of a product

Article 16(3)

ENISA

Not specified in the law

After receiving the notification

Article 16(2)

Market surveillance 
authorities of its respective 

member state

Article 16(3)

CSIRTs designated as 
coordinators on the territory 
where the product has been 
made available, according to 

the manufacturer

Article 16(2)

The notification received

Article 16(2)

Not specified in the law

Without undue delay

Article 15(4)

When public awareness is necessary to prevent or 
mitigate a severe incident having an impact on the 

security of the product or to handle an ongoing incident, 
or when disclosure is otherwise in the public interest

Article 17(2)

If notified information is relevant for the coordinated 
management of large-scale cybersecurity incidents and 

crises at an operational level

Article 17(1)

The public

 Article 17(2)

European cyber crisis liaison 
organisation network

Article 17(1)

Notified information

Article 17(1)

Of an actively exploited vulnerability or a 
severe incident having an impact on the 

security of a product

Article 15(4)

Notified information necessary for the 
market surveillance authorities to fulfill 

their obligations under the CRA

Article 16(3)

About a severe incident having an impact 
on the security of the product

Article 17(2)

After consulting the 
manufacturer concerned

Article 17(2)

Not specified in the law

Without delay*

*	May be delayed in 
exceptional circumstances

Article 16(2)
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NOTIFICATION FROM INCIDENT NOTIFICATION TO NOTIFICATION TIMELINE NOTIFICATION TRIGGER 

Serious incident, defined in 
Article 3(49)

Serious incident

Market surveillance authorities, defined in 
Article 3(26), of the member states where

that incident occurred

Article 73(1)

Provider

Article 26(5)

Without undue delay

Article 55(1)(c)

Immediately, in the following order, provider, then 
the importer or distributor and the relevant market 

surveillance authorities

Article 26(5)

Establishing a causal link between the AI system and 
the serious incident or a reasonable likelihood of such 

a link, or becoming aware of the serious incident

Article 73(2)

If a serious incident results in a widespread 
infringement, defined in Article 3(61), or leads 
to a serious and irreversible disruption of the 

management or operation of critical infrastructure

Article 73(3)

Importer or distributor

Article 26(5)

If a serious incident results in death of a person

Article 73(4)

Providers of general-purpose AI 
models, defined in Article 3(63), with 
systemic risk, defined in Article 3(65)

Serious incident

Without undue delay

Article 26(5)

Providers of high-risk AI systems
High-risk AI system presenting 

a risk within the meaning of 
Article 79(1) of the AI Act

High-risk AI system presenting 
a risk within the meaning of 

Article 79(1) of the AI Act

Relevant market surveillance authorities

Article 26(5)

Provider or distributor

Article 26(5)

Not specified in the law

Not specified in the law

Upon identifying a serious incident

Article 26(5)

Relevant market surveillance authority

Article 26(5)

When deployers have reason to believe that the use 
of the high-risk AI system in accordance with the 

instructions may result in an AI system presenting a 
risk within the meaning of Article 79(1) of the AI Act

Article 26(5)

Importers, defined in Article 3(6), of 
high-risk AI systems

Distributors, defined in Article 3(7), 
of high-risk AI systems

High-risk AI system presenting 
a risk within the meaning of 

Article 79(1) of the AI Act
Immediately

Article 24(4)

Market surveillance authorities competent for 
the high-risk AI system concerned and, when 

applicable, the notified body that issued a 
certificate for that high-risk AI system

Article 20(2)

Provider, the authorized representative and 
the market surveillance authorities

Article 23(2)

Provider or importer of the system and the 
authorities competent for the high-risk 

AI system concerned

Article 24(4)

Immediately

Article 20(2)

Immediately after the provider or the deployer 
has established, or as soon as it suspects, a causal 

relationship between the high-risk AI system and the 
serious incident, but no later than 10 days after the 
date on which the provider or, where applicable, the 

deployer becomes aware of the serious incident

Article 73(2)

Immediately after establishing a causal link between 
the AI system and the serious incident or the 

reasonable likelihood of such a link, but no later than 
15 days after the provider or, where applicable, the 

deployer, becomes aware of the serious incident

Article 73(2)

Immediately, and not later than two days after the 
provider or, where applicable, the deployer becomes 

aware of the serious incident

Article 73(2)

Providers, defined in Article 3(3), 
and deployers,* defined in Article 

3(4), of high-risk AI systems,** 
defined in Article 3(1), placed on 

the EU market

*	Obligations of providers under 
Article 73 apply to deployers if the 
latter, after having identified a 
serious incident, could not reach 
the former to inform about such 
incident, per Article 26(5)

*	* Reporting obligations concerning 
certain high-risk AI systems differ, 
per Articles 73(9) and 73(10)

Upon becoming aware that the high-risk AI system 
presents a risk within the meaning of Article 79(1) 

of the AI Act

Article 20(2)

When the high-risk AI system presents a risk within 
the meaning of Article 79(1) of the AI Act

Articles 23(2) and 24(4)

Deployers* of high-risk AI systems

*	Reporting obligations differ 
for deployers that are financial 
institutions subject to requirements 
regarding their internal governance, 
arrangements or processes under 
the EU financial services law, per 
Article 26(5) High-risk AI system presenting 

a risk within the meaning of 
Article 79(1) of the AI Act

AI Office and national competent authorities

Article 55(1)(c)
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FROM TO WHAT INFORMATION TIMELINE TRIGGER 

Notified market 
surveillance authority Not specified in the law

Of any serious incident

Article 73(11)

National public authorities 
or bodies protecting 

fundamental rights, defined 
in Article 77

Article 73(7)

European Commission

Article 73(11)

Upon receiving a notification related to a serious incident 
leading to the infringement of obligations under EU law 

intended to protect fundamental rights

Article 73(7)

Not specified in the law

Not specified in the law

Immediately

Article 73(11)

National competent 
authorities, defined in 

Article 3(48)
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